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The need for OT security revealed 
after the cyber-attack to the pipeline 

O ne of the b�ggest fuel 
p�pel�nes �n USA, 
Colon�al P�pel�ne was 
exposed to a ransomware 
attack on May 8, and had 

COLONIAL PIPELINE, SUBJECT OF 
RANSOMWARE
Accord�ng to the report of The Wall Street 
Journal, Colon�al P�pel�ne, the b�ggest gas 
p�pel�ne operator of USA had to sop �ts 
operat�ons on May 7 because of a 
ransomware attack. Cyber cr�m�nals are 
not only threaten�ng to wreak havoc on 
energy markets but also d�srupt�ng gas and 
d�esel suppl�es on the East Coast. Colon�al 
P�pel�ne serves as an �mportant 
gateway for the east half of the USA

Internet and to lock the network of 
Colon�al by encrypt�ng them to the 
attackers’ computers unless the demanded 
ransom �s pa�d. It �s not known how much 
money the cyber cr�m�nals demand or how 
they use the networks. But what �s pretty 
obv�ous that th�s attack �s the tang�ble 
�nd�cator that cyber cr�m�nals are focused 
on �ndustr�al organ�zat�ons regardless of 
the scale or sector of the attack.

Petrol and gas �ndustry has become a 
cr�t�cal �mportance for global and nat�onal 
econom�es over years, and therefore, �t has 
become one of the strongest and econom�-
cally-global �ndustr�es. S�nce the compet�-
tors deem such �ndustr�es as valuable 
targets to explo�t Industr�al Control 
Systems (ICS) vulnerab�l�t�es, �t has 
been seen as a b�t target.

The p�pel�ne �s one of the ma�n sources of 
gasol�ne, d�esel and jet fuel for the East 
Coast w�th �ts capac�ty nearly 4 m�ll�on 
barrels per day. They publ�shed a statement 
stat�ng that they were the v�ct�ms of a 
ransomware attack wh�ch affected corpora-
te IT networks as well, on Saturday. The 
attack was not carr�ed out on operat�onal 
networks controll�ng the p�pel�nes and 
d�str�but�ng fuel, separate from the corpora-
te network. Colon�al P�pel�ne announced to 
have closed the p�pel�nes as a precaut�on to 
prevent the spread of the attack.
The f�rst op�n�on of many people �n the 
secur�ty �ndustry was that the attack was 
carr�ed out by a fore�gn government. Howe-
ver, Bloomberg presented a report stat�ng 
that the attack was led by a ransomware 
group named DarkS�de on May 8. Known 
for �ts "double extort�on" plans, DarkS�de 
obta�ned almost 100 g�gabytes of data from 
the Colon�al network on Thursday �n two 
hours. The attackers threatened the 
Colon�al P�pel�ne data they had stolen to  

ATTRACTING TARGET: PETROL 
AND GAS INDUSTRY

The operat�onal technology (OT) �n petrol and gas operat�ons was 
�solated and a�r gapped; however, �n today’s world, operat�onal 
technology networks prov�de more frequent connect�ons to 
d�fferent IT structures, Internet that pave the way for new attacks. 
The convergence of OT and IT env�ronments �n o�l petrol and gas 
operat�ons has caused the emergence of endless number of vulne-
rab�l�t�es �n both IT and OT env�ronments. Bes�des, there are 
some ongo�ng and grow�ng pr�or�t�es focused on compl�ance and 
r�sks ar�s�ng from Internet of Th�ngs (IoT) dev�ces. As seen �n the 
recent attacks comm�tted aga�nst gas and petrol organ�zat�ons 
such as Pemex and Colon�al P�pel�ne, attackers have many advan-
tages vary�ng from understand�ng d�fferent behav�ors to how to 
use organ�zat�ons. Therefore, �t �s a necess�ty for petrol and gas 
organ�zat�ons to be protected aga�nst any cyber-attacks �n order to 
prevent the global economy and c�v�l secur�ty from be�ng 
affected by any attack.

Even though the deta�ls regard�ng how compet�tors successfully 
explo�ted corporate networks �n the Colon�al P�pel�ne attack have 
not been made publ�c, �t po�nted out that �t �s h�gh t�me for gas and 
petrol organ�zat�ons to �mplement a strong OT secur�ty strategy. 
The NSA publ�shed a report the last month to underl�ne the 
�mportance of protect�ng �ndustr�al control systems (ICS) and 
operat�onal technology (OT) aga�nst cyberattacks. In the report, 
NSA stated that: “Unless a d�rect act�on �s taken to make OT 
networks and control systems res�l�ent to vulnerab�l�t�es through 
IT and bus�ness network �ntrus�ons, OT system owners and opera-
tors w�ll rema�n at untenable r�sk levels.”  Add�t�onally, the 
NSA report expressed that the organ�zat�ons and operators must 
protect the cr�t�cal operat�ons. “OT systems rarely requ�re 
external connect�v�ty to funct�on properly. However, they 
frequently prov�de connect�on for conven�ence w�thout cons�de-
r�ng the actual r�sk and potent�al adverse job and task outcomes. 
To take act�on w�thout los�ng t�me m�ght help to develop cyber 
secur�ty and become ready for the task.” Before publ�sh�ng 
th�s report cover�ng �ts suggest�ons as well, NSA  In the last seven 
years, SCADAfence has been cooperat�ng w�th many cr�t�cal 
�nfrastructure organ�zat�ons �nclud�ng the petrol and gas operators 
�n order to ensure the secur�ty of OT networks and �mplementat�-
on of appropr�ate cyber secur�ty �nfrastructure. To do so, �t 
prov�des full network v�s�b�l�ty and d�rectly detects any abnormal 
act�v�ty and mal�c�ous behav�or �nclud�ng the 
abnormal�t�es ar�s�ng from ransomware attacks. 

PROTECTION OF PETROL AND GAS OPERATIONS

OIL SAMPLE CHART IN APPLICATION

The chart above shows how SCADAfence helps organ�zat�ons �n 
the Petrol & Gas and p�pel�ne �ndustr�es have full v�s�b�l�ty across 
the�r IT and OT networks. In th�s way, the locat�on of attack 
vectors can be detected and all connect�ons among the networks 
can be def�ned w�th full accuracy. Th�s approach has ensured for 
hundreds of organ�zat�ons to reduce the abnormal act�v�t�es wh�ch 
m�ght turn �nto a cyber-attack later �n the�r operat�onal networks.

Bas�c cyber secur�ty appl�cat�on m�ght help to prevent the 
development of these attacks, wh�ch �ncludes mak�ng the whole 
network v�s�ble s�nce �t �s d�ff�cult to protect what we cannot see. 
Furthermore, �t covers the m�cro segmentat�on process, and 
constant network mon�tor�ng act�v�ty �s of great �mportance 
to prevent the emergence of s�m�lar 
attacks. Numerous petrol and gas operators use cont�nuous 
network mon�tor�ng and threat detect�on technolog�es to prov�de 
v�s�b�l�ty for the�r OT networks and keep cr�t�cal �nfrastructure 
networks secure. Through th�s hol�st�c approach for network 
mon�tor�ng, anomaly detect�on, remote access v�s�b�l�ty and comp-
l�ance, many o�l and gas compan�es have reduced the r�sk level 
aga�nst future attacks by 95%. The best aspect of th�s �s that such 
solut�ons are tool-free, non-�ntrus�ve, and capable of perform�ng 
the tasks at a fract�on of the cost of personnel. If you need to secure 
the �ndustr�al networks of our organ�zat�ons, the only th�ng you 
need �s to download our case study conducted w�th 100 Petrol and 
Gas Industry Leaders to f�nd out how SCADAfence prov�des full 
v�s�b�l�ty �nto OT networks and performs real-t�me threat detect�on 
of mal�c�ous act�v�ty. We would be very happy to help you �f you 
want to try SCADAfence platform and reveal all vulnerab�l�t�es �n 
your OT network. If you want to try SCADAfence Platform and 
f�nd out all vulnerab�l�t�es �n your OT network, we’d be very 
pleased to help you. For deta�led �nformat�on about the products 
and PoC Request, please v�s�t “https://onl�netekn�kdestek.-
com/Pocrequest?culture=tr” For deta�led �nformat�on about the 
event and product, you can get �nto contact w�th 
OTD BILISIM sales team.

FAILED TO PLAN = PLAN TO FAIL IN THE OPERATIONAL 
TECHNOLOGY WORLD

Colonial Pipeline became the victim of a ransomware on May 8th, and as a result, all 
operations had to be stopped. Eray Atlas from OTD Bilisim said that: “The attack aga-
inst Colonial Pipeline points out to the closure of fuel pipeline and need for increased 
OT security.” 

SCADAfence works in 
cooperation with many critical 

infrastructure organizations 
including petrol and gas 

operators in order to ensure 
the safety and security of OT 
networks and implementation 
of appropriate cyber security 

infrastructure.  

to stop all operat�ons. The attack comm�t-
ted aga�nst Colon�al P�pel�ne where nearly 
the half of the petrol and gas �n East Coast 
�s obta�ned �s the latest example show�ng 
why cyber attackers target petrol and 
gas �ndustr�es.  


