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Platformumuz en onemli varliklarinizi korur

Riskler Olaylar Zarar

Phishing saldirilari 5
Uretim kesintileri /

azalan verimlilik

Fidye Yazilimi
Veri sizintisi
ve veri kaybi

Zedelenmis marka itibari
ve guven

Ekonomik zarar

A Sizma

Yasal diizenlemelere ve

mevzuata uyumsuzluk Yasam ve saglik igin

riskler

izinsiz giris
J Operasyonel
aksaklhklar ve sabotaj




Tespit Et
Penetrasyon Testi

Guvenlik Acigi
Yonetimi

Kaynak: NIST Siber Glivenlik
Cergevesi

Proaktif siber savunma eksikligi

Koru

Antivirus

Firewalls

Phishing ve Guvenlik
Farkindalig

Tespit Et

EDR/XDR/MDR

SIEM

Miidahale Et Geri Yukle

Yedekleme ve
Kurtarma

SOC
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bakis
acisini elde edin

Siber suclular sistemlerinize aktif olarak
sizmaya calissa, sizi bir phishing saldirisiyla
hedef alsa veya ransomware yaymaya calissa,
kurulusunuz ne kadar glivende?

OTD BiLiSiM



Tum onemli

Hepsi bir arada platformumuz, tim kritik
saldir vektorlerindeki zafiyetleri tespit eder
- yonetilmeyen sistemler dahil.

&
Is acisindan

kritik sistemler /
sunucular

Kubernetes

Bulut yerel
platformlar

560

Ag
cihazlari

-

Web ve API
uygulamalari

Microsoft

365 Kullanicilar
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Saldiri Ylzeyi Yonetimi

E Zafiyet Yonetimi ]

Entegre ve
otomatik

Sistemler, web, alan adlari ve bulut yerel
platformlardaki varlik kesfi ve varlk
degisikliklerinin izlenmesi icin Entegre Saldiri
Yizeyi Yonetimi (ASM) ve Harici Saldiri Ylzeyi
Yonetimi (EASM)
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Gelecekteki
calismalar igin
mukemmel

Sizma testi ve SOC kurulumu gibi diger siber
guvenlik calismalarini zaman ve maliyet
acisindan daha verimli hale getirir.
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TAM ENTEGRASYON
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HAZIR

ENTEGRASYONLAR
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PROFESYONEL
SERVISLER

Uzmanlarimizla
hedeflerinize hizli ve
guvenli sekilde ulasin.

= W
Egitim Merkezi Basari Programlari
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karsilamaya
yonelik
calismalarinizi
destekler

NIS/NIS2, DORA, GDPR, CRA, ISO 27001 gibi
standartlara uyum icin sistematik ve risk odakl
bir siber savunmaya dogru buyuk bir adim.

TISAX

© cis controls

ISO
\vog

27001
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*

NIS2'nin gerektirdigi

operasyonel yetkinliklere sahip misiniz?

Olay
mudahalesi

Zafiyet
Yonetimi

Siber hijyen
ve egitim

* enisa [

* UN
FORCY

Sureklilik ve
kurtarma

Guvenli sistem
gelistirme

izleme ve
test

kontroli

ENISA, NIS2 uyumlulugu igin

zafiyet yonetimini

onermektedir
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¢ HOLM SECURITY

Dis kaynak is
ortazimizia birlikte
calisin

Dis kaynak is ortaginizin SLA’sini kiyaslayin ve
zafiyetleri gidermek ile risk maruziyetini
azaltmak icin birlikte calisin.

U
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destekli tehdit
istihbarati

Yapay Zeka Destekli Glvenlik Arastirma
Ekibimiz, en glincel glivenlik aciklari hakkinda
sizi glincel tutar — 7/24, yil boyunca.
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etkin sekilde Risk maruziyetini
ve
Riski hem kurum icinde hem de kurum disinda Kurulusunuzun risk maruziyetini, ayni sektordeki
olcmek ve iletmek icin ihtiya¢c duydugunuz tim diger kuruluslarla karsilastirarak anlayin.

araclari sunuyoruz.
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IT
departmanlari

icin otomasyon

Kaguk olgekli kuruluslardan biyuik
Olcekli kuruluslara kadar uyum
saglayan bir platform.

Sadece
kullanmaya
baslayin

Ajan gerektirmeyen kurulum ile

saatler icinde kullanima hazir
hale gelin.

profesyonel

Zafiyet yonetimi programinizin
siber savunmanizi basariyla
glclendirmesini saglar.
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Proaktif olun

Siber glivenlige sistematik, risk
odakli ve proaktif bir yaklasim
olusturur.

Kanitlanmis teknoloji
Kurulusunuza deger saglayan,
taninmis ve kanitlanmis bir
teknoloji.

Hepsi bir arada platform
Tdm 6nemli saldiri vektorlerini
kapsar — tek bir is akisi ve tek bir
risk modeli.

Otomatik
Ekibinize minimum is yuku
ekleyen otomatik platform.

Uyumlulugu destekler
Mevcut ve yaklasan yasal
gereksinimleri karsilamada
onemli bir bilesen.

Olgiin, karsilastirin ve

raporlayin
Kurulusunuzun glvenlik seviyesini
etkin sekilde 6lglin, kurum iginde
raporlayin ve diger kuruluslarla
karsilastirin.

Uzman destegi
Uzman destegimiz, ilerleme
saglamanizi ve yaptiginiz
yatirrmin degerli olmasini
garanti eder.

Aninda baslayin

Sadece birkag saat icinde
aninda sonuglarla kullanmaya

baslayin.

Miikemmel bir hazirlik
Diger siber glvenlik
calismalarini daha verimli ve
maliyet etkin hale getirir.

Glivenilir bir is ortagi
En ylksek seviyede glivenlik,
veri gizliligi ve guvenilirlik
sunan Avrupali bir saglayici.

OTD BiLiSiM
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Finans, Sigorta ve Medikal teknoloji Kamu
Bankacilik ve saglhk hizmetleri kurumlari
Kritik , G'd‘? ve Uretim ve

altyapi icecek uretimi imalat
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Yeni Nesil Zafiyet Yonetimi

Saldiri yuzeyinizi
minimize edin
Saldir ylizeyinizi izleyin ve
minimize edin, kor noktalari
tespit edin.

Tim saldin
vektorleri tek bir
platformda

Tum 6nemli saldiri
vektorlerindeki riskleri tespit
eden kapsamli bir ¢gdziim.

Gergek birlesik yapi
ile tiim riskler tek
bir platformda

Etkin 6nceliklendirme ve
iyilestirme igin tim riskleri tek
bir ekranda sunan merkezi
bir gorinim.

-~ T
- ~

Yapay zeka destekli
tehdit istihbarati

Daha hizl ve genis kapsamli
risk kapsamasi igin yapay zeka
ve daha iyi risk
onceliklendirmesi igin veri
zenginlestirme.
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Harici Saldin Yiizeyi (EASM)

is agisindan kritik
sistemler /
sunucular

Bilgisayarlar ve
ofis ekipmanlari

Saldin
vektorleri

Kubernetes

Uriinler Sistem ve ag giivenligi

Yeni Nesil Zafiyet Yonetimi Platformu

Saldin yiizeyi

Web
uygulamalari

Web uygulama
giivenligi

Ugiincii taraf (tedarikgiler)

Oy

Bulut yerel
platformlar

Microsoft
365

API Giivenligi Bulut Giivenligi

Kullanicilar

Phishing simiilasyonu
ve farkindalik egitimi




Gartner

Hype Cycle for Security Operations, 2023

Digital Forensics and
Incident Response

» .
External Attack Surface Management / / Srwach and Attack Simulstion

Identity Threat Detection and Response ( XDR
Penetration Testing as a Service

2
CAASM
o
— CPS Security
<C Automated Penetration Testing SEM Vulnerability Assessment
'6 and Red Teaming Technology Digital Risk Protection Services ]  —
w Endpoint Detection
& and Response
w Managed SIEM Services
Exposure Management —
Automated Security o v
Control Assessment ¥”'"e”‘t"my Prioritization Deger Saglayan ka n |t|anm|§
echnology
S7NOR bir teknoloji
| _ Threat Intelligence
Products and Services R
P07 Sectrity Bu son asamada teknoloji, olgunluk ve
Generative Cybersecurity Al MDR Services |

SOAR — yaygin benimsenme seviyesine ulasir.

X Cybersecurit = .
H asvipreen I Sektdr uygulamalarinin ayrilmaz bir
arcasi haline gelir ve istikrarli performans
Innovation Peak of Inflated Trough of Slope of parg ) g I Up L
Trigger Expectations Disillusionment Enlightenment sergileyerek olgulebilir is degeri saglar.

TIME

Gartner

Plateau will be reached: <2yrs. ) 2-5yrs. @ 5-10yrs. A >10yrs. & Obsolete before plateau




Gartner

H I s H VM P Gartner Peer Insights “Voice of the Customer”
o '.n ecu"ty Vulnerability Assessment
Reviews MARKET AVERAGE
by Holm Security in Vulnerability Assessment v
4.4 Yok k% 42 Ratings £ QT 2 Soiied alpnabecAly
Shong kerformer @ Customers’ Choice
Arctic Wolf Tenable
5.0 Aug 4, 2021 Digital Defense
F-Secure
Easy to use, capable, and constantly improved Vulnerability Management o
Y to use, cap ’ y imp! u ty 9 Palo Alto Networks
platform
Reviewer Function: IT Security and Risk Company Size: 50M - Industry: Manufacturing z
Management 250M USD Industry A %
x
m
The Holm Security platform is a great fit for our organisation and has helped us to better control ‘ ;
vulnerabilities and phishing awareness. Premium support is a valuable addition for us, because it §
enabled us to reduce some of the work required to set up and improve the platform. Alert Logic Qualys >
BreachLock Rapid7 m
Tripwire
5.0 Jun 7, 2022
Helps to learn about potential threats . o
z
=
Reviewer Role: Analyst Company Size: 30B + USD  Industry: Finance Industry ;
=)
Holm security offers security with genuine information into dangers then they react quickly and resist s
their growth. It also equips staff with the knowledge to spot and respond to assaults when they occur. S |aspiring Established
The whole platform is self contained by saving time. ©
USER INTEREST AND ADOPTION =i As of Sep 2021 © Gartner, Inc
@ lick here to read more reviews at the Gartner Peer Insight website Gartner
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https://www.gartner.com/reviews/market/vulnerability-assessment/vendor/holm-security

ORNEK: KURUMSAL KURULUM &) HOLM SECURITY

Organizator
‘ Guvenlik Merkezi orkestrasyonu

Guvenlik Merkezi
Isve¢ Merkez Ofis

Guvenlik Merkezi
ABD satis ofisi

Guvenlik Merkezi
South American factories
(om)

Guvenlik Merkezi
Avrupa ve Asya fabrikalari (OT)

@ Yereltarayicilar ve veri toplayicilar
OTD BIiLiSiM
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HAZIRLIK KONTROL LISTESI

Misteri

e Sanallastirma Platformu
e Sanal Tarayici Cihazi icin VM ESXi, VM Workstation, VM Player, Oracle VirtualBox, KVM vb.

 imaijlari indirin
e Sanal Tarayici Cihazi

e Ag yapilandirmasi
e Edge Firewall PolitikasI (Giden Trafik)
* ic Firewall Politikasi (Core Engine ile Sanal Tarayici Cihazi arasinda), varsa
e Sanal Tarayici Cihazi icin ozel statik IP

OTD BiLiSiM
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BR Windows Li!ﬂl‘[\

¢ HOLM SECURITY

I I
I I

= O 3 @ )
Yerel ag . Uzaktan calisanlar
. 2 WS Y Google Cloud
Organizatﬁr BE Microsoft Azure
SIEMENS - -
]
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B8 Windows Linux/A

Yerel ag

-

SIEMENS Schneider (@

[ mcxxs [ oo I n x|
m e O o0

Uretim ag|
OT/SCADA

2 35

= thD

EWindOWS G chromebook

@ Firewall

¢ HoLM SECURITY

588

Organizator

& 2
Glvenlik Giivenlik
Merkezi Merkezi

©

Bulut / SaaS
tarayicilari

s

Cihaz Ajan Baglayicis!

@ Tarayici Cihazi (g AB)

e Sanal Tarayici Cihazi, i¢ firewall politikasi Uzerinden
asagidaki giden TCP portlari araciligiyla Holm
Security’ye baglanmalidir: -

* TCP Portu: 443 ve 8022

* |Pv4:185.163.84.0/22

22 aginin erisim vermek icin fazla genis olmasi durumunda, asagidaki
aglari kullanabilirsiniz: 185.163.84.0/24 ve 185.163.85.0/24

Link: https://support.holmsecurity.com/knowledge/what-are-the-firewall-settings-for-scanner-

appliance
OTD BiLiSiM
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IMAJ INDIRME:

DOGRUDAN

Sanal Tarayici Cihazi

M= o
[rgg R¢ VirtualBox
VMware
ESXi™
Xen
y__==N Server™
B ) vmware
: Workstation
XK PROXMOX
AHVM - R

Microsoft Hyper-V

OVA

https://swift-knal.citycloud.com/swift/vl/AUTH b86ff371e25f443fb8161f2f56143a3f/scanner-
appliance/ova public 3-19-

2 07137bbl.ova?temp url sig=86486711088d7209feab0c14894ea96ae20f76bb&temp url expire
$=2078138795

Hyper-V

https://swift-knal.citycloud.com/swift/vl/AUTH b86ff371e25f443fb8161f2f56143a3f/scanner-
appliance/vhdx_public 3-19-

2 07137bbl.vhdx.gz?temp url sig=54a51a17d366dd753ad4e73c4ba8d5328b9b9%eb45&temp url e
Xpires=2078139685

Not: Yukaridaki baglantilarin siiresi dolmussa temsilcinizi bilgilendirin

Link: https://support.holmsecurity.com/knowledge/what-are-the-system-requirements-for-the-scanner-appliance

GLOBAL VAD
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IMAJ INDIRME:

GUVENLIK MERKEZI

Sanal Tarayici Cihazi

'4 .
I 8¢ VirtualBox | .
Click the type of virtual image you want download:
VMware
ESXi™ -
Xen Y
) e o=tk | s I Microsoft
vmware ( M ey
Workstation Server™
R Citrix XenServer Microsoft Hyper-V
X PRrROxXMOX
ry'KV M #1150 I Copy md5 to clipboard I Copy md5 to clipboard
¢ Microsoft
.. Hyper-V

Microsoft Hyper-V

vmware

VMware ESX/ESXi

It Copy. md5 to clipboard

Add Scanner Appliance X

.0va

VirtualBox/Proxmox

etc.

IR} Copy md5 to clipboard

0 Learn more about .ova

‘ Close ‘

Link: https://support.holmsecurity.com/knowledge/which-virtualization-platforms-does-the-general-ova-image-support
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TARAYICI CiHAZI:

ICE AKTAR

Sanal Tarayici Cihazi

N vmware

Workstation

—) NZITh
(s reroxmox  ¥¢ VirtualBox
S = (o]
VMware .
esxi- WKVM %ﬂ,_

Not: VMWare Workstation Player 16

| |
kullanilarak Core Engine imajinin ice aktarim —L.

siireci simile edilmektedir

Core Engine

Laptop Scanning

Bir Sanal Makine agin

Link: https://support.holmsecurity.com/knowledge/how-do-i-install-a-scanner-appliance-1

Welcome to VMware Workstation
16 Player

i

O

Create a New Virtual Machine

Create a new virtual machine, which will then be added to the
top of your library.

Open a Virtual Machine @

Open an existing virtual machine, which will then be added to
the top of your library.

Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and more.

Help

View online help.
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TARAYICI CiHAZI:

ICE AKTAR

Name Date modified

¢! ova_image_rev61_8d74630b 0 2/21/2025 9:35 AM

v

Type

OVA File

Size

Import Virtual Machine
Store the new Virtual Machine
Provide a name and local storage path for the new virtual

machine.

Name for the new virtual machine:

[

Storage path for the new virtual machine:

‘ C:\Users\Administrator\Documents\Virtual Machines Browse...

Help Import Cancel

Import Virtual Machine

Store the new Virtual Machine

Provide a name and local storage path for the new virtual

machine.

Name for the new virtual machine: e

VMware Workstation 16 Player

Importing Scanner Appliance

Cancel

‘ Scanner Appliance|

Storage path for the new virtual machine:

‘ C:\Users\Administrator\Documents\Virtual Machines\Sc:

Help

Browse...

Cancel

..L. imajin ice aktarilmasi
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TARAYICI CiHAZI:

KAYNAKLAR

@ Home

Scanner Appliance

| Core Engine

| Laptop Scanning

Virtual Machine Name:

Scanner Appliance

State: Powered Off
0S: Other
Version: Workstation 9.x virtual machine
RAM: 8 GB

> Play virtual machine e

[E' Edit virtual machine settings

'—L. Sanallastirma kaynak kontroli

Hardware Options

Device

Memory

[:] Processors

[\ Hard Disk (SCSI)
() CD/DVD (IDE)
5 Hetwork Adapter
[loisplay

Summary

8 cB

4

146.5 GB

Auto detect

Bridged (Automatic)
1 monitor

Memory

Specify the amount of memory allocated to this virtual machine. The memory

size must be a multiple of 4 MB.

Memory for this virtuzl machine: 8162 2| mp

64 GB
3268 <
16 GB
863 @l
463
2 GB
1GB
512 M3
256 M3 -
128 M3
64 M3
22 MR
16 M3
g M3
4MB

Ag Adaptori seciminin dogru oldugundan emin olun

B Maximum recommended memory

(Memory swapping may
occur beyond this size.)

27.8G8

B Recommended memory
256 MB

Guest 0S recommended minimum
32MB

OTD BiLiSiM
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TARAYICI CiHAZI:

IP YAPILANDIRMASI

Scanner Appliance - VMware Workstation 16 Player (Non-commercial use only)

Main Menu

Player ~ v S <
e e ——— n < Configuration... a
0:0:0: cache: wri eh ' ration... ‘

Configuration

< petwork
Network

collector ] e = _: E g (optional)

< endpoints endg

Network settings

Kaydetmek icin Fn + F11 Not: Bu simulasyon, IP adresi icin DHCP’ye dayanmaktadir




GUVENLIK MERKEZi:

TOKEN ANAHTARI OLUSTURMA

- Probe kaydi icin Tarayici Cihazinin token anahtarini olusturmaniz gerekmektedir

& c @ Notsecure  hs://192.168.6.142/hs/#/sa/scan-appliance a % c o

@ How SECURITY © coners e

[.l_ll_ SCAN NETWORK SCAN WEB APP ASSET MANABER SCANNER APPLIANCE VULNERABILITY MANAGER CONTINUOUS MONITORING REMEDIATION REPORTS

SCANNER APPLIANCE

Scanner app"ance ‘ + Addappliance ‘ ‘ v Filter ‘ ‘ o

Name: Group: Connectivity: Token: LANIP: Created: v

No items

el

4l SCAN NETWORK SCAN WEB APP ASSET MANABGER SCANNER APPLIANCE

+ & ‘ —— © Please note that the Scanner
— registration, although the timef
SCANNER APPLIANCE # -] =

rive to have itfully operational within 2 hours after

nd machine specifications

2 requires confi
ry de ding on netw
Get started Download image on aiready hav
Scanner Appliance name: ‘ Local Scanner e
v Filter \ l — —
Appliance token: 1 j L)
e Close € You nead to create Scanner Appliance first to get appliance token
‘ On-premise ’ =
Create Scanner Appliance

‘ Cloud ’

scanner appliance [ + Add appliance ]

Name:




TARAYICI CiHAZI:

PROBE KAYDI

Local Scanner - VMware Workstation 16 Player (Non-commercial use only) - 0O X Probe registration
Player « - éﬁé E:ﬂ [S] <= Enter probe r tration token:
. ]

Main Menu .
Token anahtarini girin
( Configuration...

< Statu

< Probe registration... 1 Y

Network. ..

Confirm

Confirm
Appliance will now reboot to apply ch

Confirm
Confirm
fully configured

{ No

OTD BiLiSiM
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OTD BiLiSiM

Yeni Nesil Zafiyet Yonetimi Platformu

Saldin yiizeyi

Harici Saldin Yiizeyi (EASM)

is agisindan kritik .
sistemler / Bilgisayarlar ve Ag
sunucular ofis ekipmanlari cihazlan

Saldin

vektorleri Web
uygulamalari

Kubernetes

Web uygulama
Uriinler Sistem ve ag giivenligi giivenligi

Ugiincii taraf (tedarikgiler)

Bulut yerel
platformlar

Microsoft
365

API giivenligi

Kullanicilar




HAZIRLIK KONTROL LISTESI

Misteri

e Sanallastirma platformu
e Core Engine icin VM ESXi (veya demo amacliysa VMWare Workstation)
e Tarayici Cihazi icin VM ESXi, VM Workstation, VM Player, Oracle VirtualBox, KVM vb.

 imaijlari indirin
* Core Engine
e Sanal Tarayici Cihazi

e Ag yapilandirmasi
e Edge Firewall PolitikasI (Giden Trafik)
* ¢ Firewall Politikasi (Core Engine ile Sanal Tarayici Cihazi arasinda), varsa
e Core Engine ve Sanal Tarayici Cihazi icin 6zel statik IP

OTD BiLiSiM OTD BiLiSiM
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B8 Windows LinuxA

Yerel ag

-

SIEMENS Schneider (@

Uretim ag|
OT/SCADA

I
@@
Ofis

= thD

EWindOWS G chromebook

Air-Gapped
(H2 2026)

) GoogleCloud @
ORACLE
Bulut
altyapisi a\;vs@

S
/ Azure@ g
o Holm Security
e m—— Veri Merkezi
é_g_&; ~~ . —=
. — Ozel bulut
Core Engine = _
= — altyapisi
m —a
= = = B8 Windows LinuxA
Security Security S ¥
Center Center Herkese
aclk
sistemler N
L J O —-J U ]
[N ] U eee) U J
Dis kaynakli altyap!
B Windows  Linux/ E WindOWS Liw&

@ Tarayici Cihazi (Ig Ag) @ Tarayici Cihazi (Harici)




CORE ENGINE

* F/W — Core Engine’in yazilim giincellemeleri ve zafiyet
veritabani glincellemeleri icin Holm Security Veri
Merkezi’'ne baglanmasina izin verecek giden kural: -

e TCP:443 ve 8022

* |Pv4:185.163.84.0/22 veya IPv6: 2a0b:6800::/29
* NTP: UDP 123

 DNS: TCP/UDP 53

Holm Security
Veri Merkezi

583

Core Engine

] Cd
Giivenlik Giivenlik
Merkezi Merkezi

@Firewall / Proxy

OTD BIiLiSiM



ON-PREMISE: iC ORTAM

B8 Windows  Linux/y e ¢ Tarayici Cihazi, asagidaki TCP portlari Gzerinden Core

Engine’e baglanmalidir: -

ﬂ * 8004, 8007, 8044 ve 8022 &

/s o=
m e s =3

Yerel ag
e Asagidaki TCP portlari, sistem yoneticisinin erisimi
icindir: -

SIEMENS Schneider €3
< * Web Portal Admin: 8001
(% UE UE E ' Core Engine * Multi Tenant Organizer: 8002 («>)
Uretim ag|
OT/SCADA
S Center Center

* REST API: 8005

(] ()
Security Security

Internal Firewall

2 35

= thD

EWindOWS G chromebook
@ Tarayici Cihazi (g Ag) OTD BiLiSiM

GLOBAL VAD




ON-PREMISE: iC ORTAM

e Harici Tarayici Cihazi, asagidaki TCP
portlari Gzerinden Core Engine’e
baglanmaldir: -

* 8004, 8007, 8044 ve 8022

e Asagidaki TCP portlari, sistem
yoneticisinin erisimi icindir: -

 Web Portal Admin: 8001
e Multi Tenant Organizer: 8002
* REST API: 8005

Not: SSL Sertifikasi hem Root hem de
Intermediate sertifikalarini icermelidir

OTD BiLiSiM
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583

Core Engine

B
Security
Center

()
Security
Center

@Firewall

iR

Herkese
acik
sistemler

—

B Windows  LinuxA

&Y GoogleXloud @

ORACLE
Bulut

N\
altyapisi a\;vs @
/ Azure@ (g)

Ozel bulut
altyapisi

B Windows LinuxA

e e

Dis kaynakli
altyapi

R Windows Li{‘_‘B‘A

@ Tarayici Cihazi (Harici)
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SERVISLER VE PORTLAR

L T

. Glivenlik Merkezi* HTTPS Ana Portal
' Web Yonetim Paneli* 8001 HTTPS On-Prem sistemin temel ayarlari icin web yonetim arayuzi
' Organizator* 8002  HTTPS Multi-tenant Portal
' Platform API* 8005 HTTPS Security Center REST API
' Back Office 8003 HTTPS Yalnizca Holm Security i¢ kullanimi igindir
' Tarayici Cihazi API** 8004 HTTPS Tarayici Cihazi igin dahili kullanim
Besleme 8007 HTTPS imza ve tarayici cihazi glincellemeleri
Guncellemeleri**
H APT** 8044 HTTP Tarayici cihazi igin imzali isletim sistemi paket glincellemeleri
' Tarayici Cihazi** 8022 SSH Her bir tarayici cihazi icin benzersiz anahtara sahip yonetim portu

* Musteri tarafindan kullanilacaktir
* Sanal Tarayici Cihazi tarafindan kullanilacaktir
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CORE ENGINE VE

SANAL TARAYICI CiHAZI

Core Engine Sanal Tarayici Cihazi

*  Statik IP (ve Alt Ag Maskesi,
Ag Gegidi ve DNS)

*  SMTP Ayarlari
*  Lisans Dosyasl (bu lisans
anahtarini temin etmek igin

»  Statik IP (ve Alt Ag Maskesi,
Ag Gegidi ve DNS)

Holm Security temsilcinizle
iletisime gegin)

=%} [ ‘ T 1o
(A g l vmware {7 VirtualBox
0o VMware Workstation
VMware ’
ESXi
ESXi a1E
- Microsoft
~KVM X PROXMOX Oen T
Server™ Microsoft Hyper-V
Link: https://support.holmsecurity.com/knowledge/which-virtualization-platforms-does-the-general-ova-image-support
Link: https://support.holmsecurity.com/knowledge/what-are-the-requirements-to-run-onprem OTD BiLiSiM
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SISTEM GEREKSINiIMLERI

Kavram Kaniti (200 IP / 5 Web Uygulamasi) Kligiik (>1000 IP / 5 Web Uygulamasi)
Sunucu Acgiklama CPU RAM  HDD Adet Sunucu Aciklama CPU RAM  HDD Adet
(GB) (GB) (GB)  (GB)
Sunucu A Core Engine 4 16 100 1 Sunucu A Core Engine 8 24 100 1
Sunucu B Scanner 2 8 150 1 Sunucu B Scanner 2 8 150 2
Appliance Appliance
Orta (1000 — 10000 IP / 5 — 30 Web Uygulamasi) Biiyiik (> 10000 IP / > 30 Web Uygulamasi)
Sunucu Acgiklama CPU RAM  HDD Adet Sunucu Aciklama CPU RAM  HDD Adet
(GB) (GB) (GB) (GB)
Sunucu A Core Engine 12 32 100 1 Sunucu A Core Engine 24 48 100 1
Sunucu B Scanner 2 8 150 4 Sunucu B Scanner 2 8 150 8
Appliance Appliance
Link: https://support.holmsecurity.com/knowledge/what-are-the-requirements-to-run-onprem OTD BiLiSiM
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IMAJ INDIRME

Core Engine

((ren
=00
VMware
ESXi™

i

https://s3-
knal.citycloud.com:8080/8bc8ec85d2074ca7b282d0fab0f79f75:0nprem/o

nprem-public-058e31b8.ova

OTD BiLiSiM
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Sanal Tarayici Cihazi

—\[ @ y
[[;gg }¢ VirtualBox
VMware
ESXi™
Oten
Server
N vmware
Workstation
X PROXMOX
a"l VM -- Microsoft
OVA W e

Microsoft Hyper-V

https://swift-knal.citycloud.com/swift/vl/AUTH b86ff371e25f443fb8161f2f56143a3f/scanner-
appliance/ova public 3-19-

2 07137bbl.ova?temp url sig=86486711088d7209feab0c14894ea96ae20f76bb&temp url expire
$=2078138795

Hyper-V

https://swift-knal.citycloud.com/swift/vl/AUTH b86ff371e25f443fb8161f2f56143a3f/scanner-

appliance/vhdx public 3-19-

2 07137bbl.vhdx.gz?temp url sig=54a51a17d366dd753a4e73c4ba8d5328b9b9e645&temp url e

Xpires=2078139685
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https://swift-kna1.citycloud.com/swift/v1/AUTH_530b1bcfe2544f6fbdfd4a23b561cdcc/packer-prod/ova_image_rev61_8d74630b.ova?temp_url_sig=fe47f2d367c9e537c0e62e13440910dc2c745e92&temp_url_expires=2047299457
https://swift-kna1.citycloud.com/swift/v1/AUTH_530b1bcfe2544f6fbdfd4a23b561cdcc/packer-prod/ova_image_rev61_8d74630b.ova?temp_url_sig=fe47f2d367c9e537c0e62e13440910dc2c745e92&temp_url_expires=2047299457
https://swift-kna1.citycloud.com/swift/v1/AUTH_530b1bcfe2544f6fbdfd4a23b561cdcc/packer-prod/ova_image_rev61_8d74630b.ova?temp_url_sig=fe47f2d367c9e537c0e62e13440910dc2c745e92&temp_url_expires=2047299457
https://swift-kna1.citycloud.com/swift/v1/AUTH_530b1bcfe2544f6fbdfd4a23b561cdcc/packer-prod/ova_image_rev61_8d74630b.ova?temp_url_sig=fe47f2d367c9e537c0e62e13440910dc2c745e92&temp_url_expires=2047299457
https://swift-kna1.citycloud.com/swift/v1/AUTH_530b1bcfe2544f6fbdfd4a23b561cdcc/packer-prod/ova_image_rev61_8d74630b.ova?temp_url_sig=fe47f2d367c9e537c0e62e13440910dc2c745e92&temp_url_expires=2047299457
https://swift-kna1.citycloud.com/swift/v1/AUTH_530b1bcfe2544f6fbdfd4a23b561cdcc/packer-prod/ova_image_rev61_8d74630b.ova?temp_url_sig=fe47f2d367c9e537c0e62e13440910dc2c745e92&temp_url_expires=2047299457
https://swift-kna1.citycloud.com/swift/v1/AUTH_530b1bcfe2544f6fbdfd4a23b561cdcc/packer-prod/ova_image_rev61_8d74630b.ova?temp_url_sig=fe47f2d367c9e537c0e62e13440910dc2c745e92&temp_url_expires=2047299457
https://swift-kna1.citycloud.com/swift/v1/AUTH_530b1bcfe2544f6fbdfd4a23b561cdcc/packer-prod/ova_image_rev61_8d74630b.ova?temp_url_sig=fe47f2d367c9e537c0e62e13440910dc2c745e92&temp_url_expires=2047299457
https://swift-kna1.citycloud.com/swift/v1/AUTH_530b1bcfe2544f6fbdfd4a23b561cdcc/packer-prod/ova_image_rev61_8d74630b.ova?temp_url_sig=fe47f2d367c9e537c0e62e13440910dc2c745e92&temp_url_expires=2047299457
https://swift-kna1.citycloud.com/swift/v1/AUTH_530b1bcfe2544f6fbdfd4a23b561cdcc/packer-prod/ova_image_rev61_8d74630b.ova?temp_url_sig=fe47f2d367c9e537c0e62e13440910dc2c745e92&temp_url_expires=2047299457
https://swift-kna1.citycloud.com/swift/v1/AUTH_530b1bcfe2544f6fbdfd4a23b561cdcc/packer-prod/ova_image_rev61_8d74630b.ova?temp_url_sig=fe47f2d367c9e537c0e62e13440910dc2c745e92&temp_url_expires=2047299457
https://swift-kna1.citycloud.com/swift/v1/AUTH_b86ff371e25f443fb8161f2f56143a3f/scanner-appliance/vhdx_public_3-19-2_07137bb1.vhdx.gz?temp_url_sig=54a51a17d366dd753a4e73c4ba8d5328b9b9e645&temp_url_expires=2078139685
https://swift-kna1.citycloud.com/swift/v1/AUTH_b86ff371e25f443fb8161f2f56143a3f/scanner-appliance/vhdx_public_3-19-2_07137bb1.vhdx.gz?temp_url_sig=54a51a17d366dd753a4e73c4ba8d5328b9b9e645&temp_url_expires=2078139685
https://swift-kna1.citycloud.com/swift/v1/AUTH_b86ff371e25f443fb8161f2f56143a3f/scanner-appliance/vhdx_public_3-19-2_07137bb1.vhdx.gz?temp_url_sig=54a51a17d366dd753a4e73c4ba8d5328b9b9e645&temp_url_expires=2078139685
https://swift-kna1.citycloud.com/swift/v1/AUTH_b86ff371e25f443fb8161f2f56143a3f/scanner-appliance/vhdx_public_3-19-2_07137bb1.vhdx.gz?temp_url_sig=54a51a17d366dd753a4e73c4ba8d5328b9b9e645&temp_url_expires=2078139685
https://swift-kna1.citycloud.com/swift/v1/AUTH_b86ff371e25f443fb8161f2f56143a3f/scanner-appliance/vhdx_public_3-19-2_07137bb1.vhdx.gz?temp_url_sig=54a51a17d366dd753a4e73c4ba8d5328b9b9e645&temp_url_expires=2078139685
https://swift-kna1.citycloud.com/swift/v1/AUTH_b86ff371e25f443fb8161f2f56143a3f/scanner-appliance/vhdx_public_3-19-2_07137bb1.vhdx.gz?temp_url_sig=54a51a17d366dd753a4e73c4ba8d5328b9b9e645&temp_url_expires=2078139685
https://swift-kna1.citycloud.com/swift/v1/AUTH_b86ff371e25f443fb8161f2f56143a3f/scanner-appliance/vhdx_public_3-19-2_07137bb1.vhdx.gz?temp_url_sig=54a51a17d366dd753a4e73c4ba8d5328b9b9e645&temp_url_expires=2078139685
https://swift-kna1.citycloud.com/swift/v1/AUTH_b86ff371e25f443fb8161f2f56143a3f/scanner-appliance/vhdx_public_3-19-2_07137bb1.vhdx.gz?temp_url_sig=54a51a17d366dd753a4e73c4ba8d5328b9b9e645&temp_url_expires=2078139685
https://swift-kna1.citycloud.com/swift/v1/AUTH_b86ff371e25f443fb8161f2f56143a3f/scanner-appliance/vhdx_public_3-19-2_07137bb1.vhdx.gz?temp_url_sig=54a51a17d366dd753a4e73c4ba8d5328b9b9e645&temp_url_expires=2078139685
https://swift-kna1.citycloud.com/swift/v1/AUTH_b86ff371e25f443fb8161f2f56143a3f/scanner-appliance/vhdx_public_3-19-2_07137bb1.vhdx.gz?temp_url_sig=54a51a17d366dd753a4e73c4ba8d5328b9b9e645&temp_url_expires=2078139685
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Kurulum ve Yapilandirma




CORE ENGINE: iCE AKTAR

Core Engine

_ Welcome to VMware Workstation

16 Player

Laptop Scanning

Create a New Virtual Machine
| +I Create a new virtual machine, which will then be added to the
top of your library.

Dﬂ Open a Virtual Machine
| Open an existing virtual machine, which will then be added to

the top of your library.

ﬁ Upgrade to VMware Workstation Pro
oD
Re Get advanced features such as snapshots, virtual network
VMware management, and more.
ESXi
Help

View online help.

Not: VMWare Workstation Player 16 -
kullanilarak Core Engine imajinin ice aktarim -L. Bir Sanal Makine acin

slrecinin simile edilmesi OTD BiLiSiM

GLOBAL VAD




CORE ENGINE: iCE AKTAR

Name Date modified ; ;
J Import Virtual Machine X
¥l ova_image_rev57_a3bcb018 8/23/2024 8:55 PM Store the new Virtual Machine
¢! onprem-prod-67ddd550 8/23/2024 8:47 PM Provide a name and local storage path for the new virtual
machine.
Name for the new virtual machine:
g | Core Enginel
Storage path for the new virtual machine:
Import Virtual Machine X ‘ C:\Users\Administrator\Documents\Virtual Machines\le Browse...
Store the new Virtual Machine
Hel m Cancel
Provide a name and local storage path for the new virtual 2

machine.

Name for the new virtual machine:

[

Storage path for the new virtual machine:

| | Browse... VMware Workstation 16 Player

Help Cancel Importing Core Engine

Cancel

OTD BIiLiSiM



CORE ENGINE: iCE AKTAR

Virtual Machine Settings X

@ Home

Hardware Options

Device Summary Memory
. E3 Memo 8 GB Specify the amount of memory allocated to this virtual machine. The memory
[D Laptop Scanning . & size must be a multiple of 4 MB.
i Processors 4
Hard Disk (SCSI 97.7 GB -
% isk (SCSD) Memory for this virtual machine: 8196 -7 mB
(=) CD/DVD (IDE) Auto detect
20 Network Adapter Bridged (Automatic)
[_Ipisplay 1 monitor 64 GB
32 GB «
16 GB
sce @ B Maximum recommended memory
468 (Memory swapping may
occur beyond this size.)
2GB
Virtual Machine Name: 168 27.8GB
i 512 MB
Core Englne B Recommended memory
256 MB -4
256 MB
g 128 MB
State: Powered On
64 MB Guest OS recommended minimum
0S: Other 32MB 32 MB
Version: ESXi 6.5 virtual machine 16 MB
8 MB
RAM: 8 GB 4 MB

> Play virtual machine

[Er Edit virtual machine settings

OTD BiLiSiM
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CORE ENGINE: KURULUM

Main Menu

uar

Core Engine - VMware Workstation 16 Player (Non-commercial use only) < 7;1*31“*-'?
CosuUpport. .

Player ~ v éﬁé B:E LE] < < agnostics...

To direct input to this virtual machine, press Ctrl+G.
_ _ - Vi+deb12ul

*Dehian GNU/L inux

CES manager:

Heb admin:
https://192.168.6.142:8001
ct which entry is highlighted.
cted 08, e' to edit the commands
~ a command-line. Network status:
N )




CORE ENGINE: iCE AKTAR

Main Menu

ect Network interface ens160
or ensioy

< Ensl6@

anced

Not: Bu simtilasyon, IP adresi icin DHCP’ye
dayanmaktadir.

OTD BiLiSiM
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WEB YONETIM PANELI:

YAPILANDIRMA

e A * Web y6netim portalini baglatin, 6rn.:
https://core-engine-ip-adresi:8001

e Varsayilan kimlik bilgileri: -

e Kullanici adi: admin
e Sifre: holmsecurity

Please login
| * Yeni bir sifre belirlemeniz ve yeni bir
@@) HOLM SECURITY | e-posta adresi tanimlamaniz
istenecektir

© This Is your first login. Please change your a d d ress
password.
© This is your first login. Please set your email

{—§\ e /F/\;‘\\ L address to assure password can be retrieved
) HOLM SECURITY &) HOLM SECURITY

Retype password: Email address:

Change password Save

OTD BiLiSiM



WEB YONETIM PANELI:

YAPILANDIRMA

E-mail

SMTP Hostname/IP:* [

SMTP port:* |

Use TLS: O Yes @® No

SMTP username:

SMTP password:

SMTP sender email:*

SMTP sender name:*

e SMTP yapilandirmasi icin asagidaki ayarlar gereklidir: -

Initial configuration is required to have services running normally. B
As a minimum you need to specify the SMTP settings as email is a required B

e SMTP Hostname / IP aponn L
e SMTP portu: 25, 465 veya 587 seceneklerinden biri o

* TLS: Evet veya Hayir

e SMTP — Kullanici ady, sifre, gbnderici e-posta adresi ve génderici adi OTD BiLiSiM
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WEB YONETIM PANELI:

YAPILANDIRMA

Certificate

Changing the certificate will require all active scanner appliances to be re-registered

Certificate: @® Auto generated self-signed (O Valid certificate

Domain name: ‘

© Certificate will be generated to use the IP address (IPv4 have priority over IPv6) if the domain name is not supplied.

Self-signed: ‘ Re-generate certificate

Core Engine icin yapilandirilan IP adresine bagli olarak self-signed bir sertifika tercih edebilirsiniz
OTD BiLiSiM



WEB YONETIM PANELI:

YAPILANDIRMA

Certificate

Changing the domain name will require all active scanner appliances to be re-registered

Certificate: (O Auto generated self-signed @® Valid certificate

Domain name:* ‘

© Domain name must match the certificate exactly. If a wildcard certificate is used it needs to match witin the

subdomain.
Upload certificate:* ‘ Select PEM certificate ‘
Upload key:* ‘ Select PEM key ‘

Root ve Intermediate sertifikalarinin birlikte tanimlandigi gecerli bir sertifika tercih edebilirsiniz
OTD BIiLiSiM
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WEB YONETIM PANELI:
YAPILANDIRMA

&) HoLM SECuRTY

GENERAL INFORMATION System information
NETWORK Instance ID: 396c8913df284ad48215693f1e692cda |
CONFIGURATION Customer ID: 6daf6108-29¢8-4cdf-b79b-29ac0d0sf778 W
CPU(s): 4 cores
SYSTEM UPDATES
RAM: 8GB (currently using 4GB)
ADMIN USERS Disk: / 95GB (currently using 7GB)
SUPPORT
LICENSE )
Services
Security center: https://192.168.6.142 “Z
Organizer: https://192.168.6.142:8002 [4
Platform API: https://192.168.6.142:8005 Z
Scanner appliance API: https://192.168.6.142:3004 [4
Scanner appliance SSH endpoint: 192.168.6.142 W
Scanner appliance APT: http://192.168.6.142:3044 [
Scanner appliance feed (NVT): https://192.168.6.142:3007 [£
Genel Bilgi: IP adresleri aktif hale gelir. Servisleri ve ilgili TCP portlarini dikkate alin OTD BiLiSiM
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WEB YONETIM PANELI:
YAPILANDIRMA

&) HOLM SECURITY

GENERAL INFORMATION Network
NETWORK (@ DHCP () StaticIP
CONFIGURATION Ipv4 address: | 192.168.6.142
SYSTEM UPDATES Ipv4 netmask: | 255.255.255.0
ADMIN USERS Ipv4 gateway: | 192.168.6.2
SUPPORT
@ DHCP () StaticIP
LICENSE
Ipvé address: ‘
Ipv6 netmask: ‘
Ipv6 gateway: ‘
DNS servers: ‘ Enter either IPv4 or IPv6 address and press enter
[ 192.168.6.2 | x|
NTP servers: ‘ Enter domain name or IP address and press enter
Ag: IP ayarlarinin gorintilenmesi (DHCP veya Statik IP) OTD BiLiSiM
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WEB YONETIM PANELI:
YAPILANDIRMA

&) HoLM SECURITY

GENERAL INFORMATION E_mail
NETWORK SMTP Hostname/IP:* | <information>
CONFIGURATION SMTP port:* ’ 587
SYSTEM UPDATES Use TLS: ® Yes ) No
ADMIN USERS SMTP username: ’ <information=
SUPPORT SMTP password: seesesssessstssecessccssccsssccssesssssssses
LICENSE SMTP sender email:* | <information>
SMTP sender name:* ’ HolmCoreEngine
Certificate

.. Changing the certificate will require all active scanner appliances to be re-registered

Certificate: (® Auto generated self-signed (O Valid certificate

Domain name: ’

© Certificate will be generated to use the IP address (IPv4 have priority over IPv6) if the domain name is not supplied.

Self-signed: ’ Re-generate certificate

Yapilandirma: SMTP ve Sertifika girislerinin ozeti OTD BiLiSiM



WEB YONETIM PANELI:
YAPILANDIRMA

&) HoLM SECURITY

GENERAL INFORMATION S;\/St]3'11 LjF)(antEES
NETWORK Current version: 2.0.0
Last system update: -
CONFIGURATION
Last update check: 2024-08-21 16:27:24
SISTEREUEDANES Next update check: 2024-08-21 16:32:24
ADMIN USERS
SUPPORT
LICENSE
Sistem Glincellemeleri: On-Premise Core Engine’in mevcut stirimi —2.0.0 OTD BiLiSiM
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WEB YONETIM PANELI:
YAPILANDIRMA

&) HoLM SECURITY

GENERAL INFORMATION S;\/St]3'11 LjF)(antEES
NETWORK Current version: 2.0.0
Last system update: -
CONFIGURATION
Last update check: 2024-08-21 16:27:24
SISTEREUEDANES Next update check: 2024-08-21 16:32:24
ADMIN USERS
SUPPORT
LICENSE
Sistem Glincellemeleri: On-Premise Core Engine’in mevcut stirimi —2.0.0 OTD BiLiSiM

GLOBAL VAD



WEB YONETIM PANELI:
YAPILANDIRMA

&) HOLM SECURITY

GENERAL INFORMATION Admin users
NETWORK ’ + Add user |
CONFIGURATION oA e Email:

SYSTEM UPDATES

1 admin andrew.chee@holmsecurity.com
ADMIN USERS
SUPPORT
LICENSE
Yonetici Kullanicilar: Yonetici kullanici(lar)in e-posta adresi OTD BiLiSiM
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WEB YONETiIM PANELI:
YAPILANDIRMA

€& HOLM SECURITY

GENERAL INFORMATION License
NETWORK License ID: 021ab19f-6195-4456-a01b-b776f40f571a [N X
CONFIGURATION : :
License properties
ARTEMIFBATES System assets: 256 systems (can grow with 0%) and 10000 inactive (can grow with 0%)
ADMIN USERS Web assets: 10 active (can grow with 0%)
Expiration: 2024-11-03
SUPPORT
Status: Active
HICENSE Activation date: 2024-09-19 23:02:46
Lisans: Holm Security temsilciniz tarafindan saglanan lisans anahtarini yukleyin OTD BiLiSiM
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WEB YONETIM PANELI:

YAPILANDIRMA
&) HOLM SECURITY
GENERAL INFORMATION Status
NETWORK Connection status: Communication to Holm Security is OK &
CONFIGURATION

SYSTEM UPDATES

Diagnostics
ADMIN USERS Allow diagnostics to be collected remotely by Holm Security Support
SUPPORT Share diagnostics information automatically
© Information does not include any customer data nor data that is specific to the customer. It includes system and application health status and service logs in order to troubleshoot easily.
LICENSE e
Diagnose system Diagnose now
Last collected: N/A
Last request:
Date: N/A
Status: N/A
© This package can be requested to be downloaded and shared with Support in order to easily troubleshoot
Destek

Durum: Lisans dogrulandiktan sonra Holm Security Veri Merkezi ile iletisim saglanir
Tanilama: Tanilama loglarinin Holm Security Destek ekibi tarafindan uzaktan toplanmasina izin verir (gerektiginde etkinlestirilir).

Log olusturmak icin “Diagnose Now” secenegine tiklayin OTD BIiLiSiM
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Organizator Portali

Multi-Tenant olusturulmasi




ORGANIZATOR: iLK GiRiS

© Notsecure HHps://192.168.6.142:8002/login/

HOLM SECURIT:

Please login

Username:
l admin

Password:

|

Language:
l English (default) V‘

| Login |

Remember me

orgot password? | Signupasa

partner

Organizator portalini baslatin, 6rn.:
https://core-engine-ip-adresi:8002

Varsayilan kimlik bilgileri: -

e Kullanici adi: admin
e Sifre: holmsecurity

OTD BiLiSiM
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ORGANIZATOR: GUVENLIK
MERKEZI OLUSTURMA

@ HDI.M EEEUR'TH E Default Partner . Default user Holm Security @ Support

CUSTOMERS  STATISTICS ORGANIZER USERS

CUSTOMERS ~ CUSTOMER USERS

Customers Actions + Add customer ‘ | v Search | } Search ‘3‘
Default (0)
L] Customer name: Systems: Web apps: Status: Created: v Modified:
Add customer X Hoieems
GENERAL INFORMATION General information
)RGANIZATION DETAIL Data center Defay v oo . L] . . .
e { Add Customer uzerinden ayri Guvenlik Merkezlerinin olusturulmasi
PERMISSIONS EAE sl d
S Customer category: [ mpany v
Account type: [ ustomer v
APPEARANCE
Created By [ Default user Holm Security (andrew.chee@holmsecurity.com)
ASSIGNED ADMINS @
4 Actve
Messages

Send welkcome emali to primary super user when created

ok cancel |

- OTD BiLiSiM




ORGANIZATOR: GUVENLIK
MERKEZI OLUSTURMA

@ HDI.M EEEUR'TH E Default Partner . Default user Holm Security @ Support

CUSTOMERS  STATISTICS ORGANIZER USERS

CUSTOMERS ~ CUSTOMER USERS

£l

Customers Actions + Add customer ‘ | v Search | } Search

Default (0)

] Customer name: Systems: Web apps: Status: Created: v Modified:
GENERAL INFORMATION General information

T o { = - Add Customer Uzerinden ayri Guvenlik Merkezlerinin olusturulmasi

Customer category:
SUBSCRIPTION

[

e :::::pe: { “‘Uﬂomefr —:JI Security (andrew.chee@holmsecurity.com) - A§ag I d a ki I e ri Segi n : -

- Durum

Messages - MU§te I'i kategOFiSi

Send welcome emali to primary super user when created i °°
’ ' - Hesap turu

Company v
|

ASSIGNED ADMINS @

ok cancel |

— OTD BiLiSiM
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ORGANIZATOR: GUVENLIK

MERKEZi OLUSTURMA

Add customer 5 Add customer .4

GENERAL INFORMATION Organization details GENERAL INFORMATION Primary superuser

ORGANZATION DETAILS Neme:* | Cstomer A | ORGANIZATION DETAILS HIEEnamES ‘ ‘
Organization no.:

PERMISSIONS ‘ | SR Last name:* ‘ ‘
Address: ‘ ’

SUBSCRIPTION Job title: ‘ ‘
Zip: ‘ ’ SUBSCRIPTION

APPEARANCE 5

) Email and username:* ‘ ‘

City: ‘ ] APPEARANCE

ASSIGNED ADMINS 6 o ‘ ‘
Country;® | Sweden |x’ ASSIGNED ADMINS © .

- Organizasyon Bilgileri: - - Birincil Stper Kullanici
- Ad ve ulke zorunludur - Ad / Soyad, e-posta adresi zorunludur

OTD BiLiSiM



ORGANIZATOR: GUVENLIK

MERKEZi OLUSTURMA

Add customer X Add customer X

GENERAL INFORMATION Organization details GENERAL INFORMATION Primary superuser

ORGANIZATION DETAILS Name:* ‘ Customer A ’ ORGANIZATION DETAILS First name:* ‘ Andrew |
Organization no.:

PERMISSIONS ‘ | —— Last name:* ‘ Chee ’
Address: ‘ ’

SUBSCRIPTION Job title: ‘ |
Zip: ‘ ’ SUBSCRIPTION

APPEARANCE _ Email and username:* ‘ andrew.chee@holmsecurity.com ’
city: ] APPEARANCE

ASSIGNED ADMINS 6 Phone: ‘ |
Country:* | sweden |x’ ASSIGNED ADMINS @

- Organizasyon Bilgileri: - - Birincil Stper Kullanici
- Ad ve ulke zorunludur - Ad / Soyad, e-posta adresi zorunludur

OTD BiLiSiM



ORGANIZATOR: GUVENLIK

MERKEZi OLUSTURMA

GENERAL INFORMATION Subscription
Web Application Scanning
ORGANIZATION DETAILS Start date: ’ 2024-09-21 ’
PERMISSIONS End date: ’ 2025-03-21 | Web applications: 10
Usage:
SUBSCRIPTION
APPEARANCE System & Network Scanning Web applications: 0/10 used
Systems
ASSIGNED ADMINS @
Systems: \ 10 ‘ Includes Network host assets
— [ |Success Program
Inactive IPs: l 1000
Standard
Usage:
Plus
Systems: 0/10 used
- Abonelik - Web Uygulama Tarama
- Baslangic ve bitis icin abonelik tarihlerini belirleyin - Web uygulamasi sayisini belirtin

- Sistem ve Ag Tarama

- Aktif host sayisini belirtin
- Inaktif host sayisini belirtin (daha yliksek bir kapasite icin yeterli alan saglamak amaciyla) OTD BiLiSiM
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ORGANIZATOR: GUVENLIK
MERKEZI OLUSTURMA

@ HnI-M BEE”R”H CAGANIZER E Default Partner ‘ Default user Holm Security @ Support

CUSTOMERS  STATISTICS ORGANIZER USERS

CUSTOMERS  CUSTOMER USERS

Customers « Actions + Add customer ‘ ‘ v Search | ‘ Search M‘ 5 |E)
Default (1)
a Customer name: Systems: Web apps: Status: Created: v Modified:
O Customer B 0 0 Active 2024-09-21 19:31:42 2024-09-21 19:31:42 [ x

- ilk Giivenlik Merkezi miisteriniz / hesabiniz hazir

© Notsecure kHps://192.168.6.142/v/#/auth/login

€ HOLM SECURITY

Don't have an accol

OTD BiLiSiM
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TARAYICI CiIHAZI: iCE AKTAR

Sanal Tarayici Cihazi

N vmware

Workstation

[[;;,‘ X PROXMOX i? VirtualBox
S = (o]

VMware .
e AKVM - Oten

Not: VMWare Workstation Player 16

| |
kullanilarak Core Engine imajinin ice aktarim —L.

siirecinin simule edilmesi

Core Engine

Laptop Scanning

Bir Sanal Makine agin

Welcome to VMware Workstation
16 Player

i

O

Create a New Virtual Machine

Create a new virtual machine, which will then be added to the
top of your library.

Open a Virtual Machine

Open an existing virtual machine, which will then be added to
the top of your library.

Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and more.

Help

View online help.

OTD BiLiSiM
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TARAYICI CiHAZI: iCE AKTAR

Name Date modified Import Virtual Machine X
Il ova_image_rev57_a3bcb018 8/23/2024 8:55 PM Store the new Virtual Machine
_ B 6 /95 /9 AT DA Provide a name and local storage path for the new virtual
¢! onprem-prod-67ddd550 8/23/2024 8:47 PM machine.

VMware Workstation 16 Player
Name for the new virtual machine:

Importing Scanner Appliance

I Scanner Appliance]

Import Virkual Machine X Storage path for the new virtual machine:

Cancel

Store the new Virtual Machine

Provide a name and local storage path for the new virtual
machine.

’ C:\Users\Administrator\Documents\Virtual Machines\Sc:

Browse...

Help Cancel

Name for the new virtual machine:

[

Storage path for the new virtual machine:

‘ C:\Users\Administrator\Documents\Virtual Machines Browse...

Help Import Cancel

OTD BiLiSiM
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TARAYICI CiIHAZI: KURULUM

@ Home

Scanner Appliance
| Core Engine

| D Laptop Scanning

Virtual Machine Name:

Scanner Appliance

State: Powered Off
0S: Other
Version: Workstation 9.x virtual machine
RAM: 8 GB

> Play virtual machine

[E Edit virtual machine settings

Hardware Options

Device

Memory

[:] Processors

[\ Hard Disk (SCSI)
() CD/DVD (IDE)
5 Hetwork Adapter
[loisplay

Summary

8 cB

4

146.5 GB

Auto detect

Bridged (Automatic)
1 monitor

Memory

Specify the amount of memory allocated to this virtual machine. The memory
size must be a multiple of 4 MB.

Memory for this virtuzl machine: 8162 2| mp

64 GB
32G8 <
16 GB )
865 @ B Maximum recommended memory
4G8 (Memory swapping may
i - occur beyond this size.)
27.8GB
1G8
S1218 B Recommended memory
256 M8 - 256 MB
128 M8
64 M3 Guest 0S recommended minimum
32 M8 2 MB
16 M3
8 M8
4 MB

OTD BiLiSiM
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TARAYICI CIHAZI: AG

YAPILANDIRMASI

Scanner Appliance - VMware Workstation 16 Player (Non-commercial use only) - o X Main Menu

Player ~ =" oS
< Configuration... >

F ration...

Configuration

< petwork
Network

collector ; e ect _ bi <y (optional)
ndpoints :

Network settings

Not: Bu simulasyon, IP adresi icin DHCP’ye dayanmaktadir

OTD BiLiSiM
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TARAYICI CiIHAZI: UC NOKTA
YAPILANDIRMASI

Configuration i 5
< network - ~k configuration > < _OnPrem >
< ntp Nt lgur ‘ 5

(. collector C , %L tional)

Configure endpoints Configure endpoints

API URL: https://ip_address_core_engine:8004
endpoint MYT URL: https://ip_address_core_engine:8007
http://ip_address_core_engine:8044

SH (optional):

PRACKACKACKAKK KKK

¢ 0K >< Cancel

Sifre: appliancebox

Confirm

Confirm ot
Lhan 5 IEEeN Si

fppliance requires a reboot to apply ct

< YES >



GUVENLIK MERKEZi: TOKEN

ANAHTARI OLUSTURMA

- Probe kaydi icin Tarayici Cihazi token anahtarini olusturmaniz gerekmektedir

€ c © Notsecure  hips://192.168.6.142/hs/#/sa/scan-appliance a, e 9

&) How securTy © csoners T

l.ﬂ! SCAN NETWORK SCAN WEB APP ASSET MANABER SCANNER APPLIANCE VULNERABILITY MANAGER CONTINUOUS MONITORING REMEDIATION REPORTS

SCANNER APPLIANCE

Scanner appliance ‘ + Addappliance ‘ ‘ v Filter ‘ ‘ Searct o

Name: Group: Connectivity: Token: LANIP: Created: v

No items

il

4l SCAN NETWORK SCAN WEB APP ASSET MANABGER SCANNER APPLIANCE

7 ‘ c—= @ Piease note that the Scanner e requires configuration. We strive to have itfully aparational within 2 hours after
— registration, although the timef ry depending on network and machine specifications
SCANNER APPLIANCE (e —w egistratio ugh the time y depending on net a
Get started Dowinl > .
Scanner Appliance name J Local Scanner
scanner a Ilance [ + Add appliance ] v Filter | l r—
Appliance token: 1 j Ql
Close € You nead to create Scanner Appliance first to get appliance token
Name:
‘ On-premise ’ =
Create Scanner Appliance

‘ Cloud ’

Close

OTD BiLiSiM



TARAYICI CIHAZI: PROBE KAYDI

Local Scanner - VMware Workstation 16 Player (Non-commercial use only) - 0O X Probe registration

Player « v @ [[]] L’j < Enter probe registration token:

OTD BiLiSiM
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&) HOLM SECURITY
Yeni Nesil Zafiyet YOonetimi

Tum teknik ve insan varliklarinizi kapsayarak siber glivenlik savunmalarinizdaki zafiyetleri tespit eder ve
siber suclularin bir adim éniinde olmaniza yardimci olur.

Tesekkiirler

Andrew Chee

Q & A andrew.chee@holmsecurity.com
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Sistem ve Ag

o\ e

Guvenligi

Genis kapsamli degerlendirme yetenekleri
kullanarak tim teknik varhklariniz genelinde
200.000'den fazla zafiyeti tespit eder.

&) HOLM SECURITY



Varlik kesfi ve izleme

Kor noktalari ve golge BT'yi tespit etmek
icin varliklari otomatik olarak kesfeden
entegre ASM ve EASM.

Tuim altyapinizi kapsar

Varlik kesfi ve izlemeyi destekler; ayrica
hem internete acik sistemlerde hem de
yerel aglarda zafiyetleri tespit eder.

Glincel olmayan yazilimlari
ve yanlis yapilandirmalari
tespit eder

Zafiyetleri, glincel olmayan yazilimlari ve
cok daha fazlasini tespit eder.

Kapsaml degerlendirme
yetenekleri

Kimlik dogrulamasiz ve kimlik
dogrulamali tarama, CIS Benchmark’lari
ve bulut yerel platformlar icin yerel
tarayicilar gibi birden fazla
degerlendirme yetenegini destekler.

Tum is akisini destekler

Guvenlik Merkezimiz; kesif,
onceliklendirme, iyilestirme ve
raporlama icin tek bir merkezi gériinim
sunar.

Tamamen otomatik

Otomatik ve surekli varlk kesfi ve
izleme, zafiyet degerlendirmeleri,
onceliklendirme, raporlama ve takip.

OTD BiLiSiM
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Saldiri vektorii kapsami

Vektorler: Aciklama:

Sistemler / sunucular Microsoft, Linux, Unix, Mac ve diger platformlar icin isletim sistemleri, yazilimlar ve servisler.
Bilgisayarlar Ofis aginizdaki kisisel bilgisayarlar ve uzaktaki bilgisayarlar.

Network devices Firewall, router ve switch gibi ag ekipmanlari.

oT Uretim ve imalat ortamlarindaki Operasyonel Teknoloji sistemleri icin denetim katmani.

loT Sensorler, teshis, izleme ve alarm sistemleri.

Kubernetes Container’lar icin bulut ve on-prem orkestrasyon platformu.

Bulut yerel platformlar Azure, AWS, Google ve Oracle Cloud tzerindeki bulut yerel altyapi.

Bulut yerel platformlar Yazicilar, web kameralari ve diger ofis cihazlari.

OTD BiLiSiM



Degerlendirme teknolojileri

Kurulum yéntemi:

Teknolojiler: Agiklama:
Cloud/Saas: On-premise:
Kesif taramasi Bir ag icerisinde calisan varliklarin otomatik ve sirekli kesfi ve izlenmesi. v/ v
Kimlik dogrulamasiz tarama Sistem, bilgisayar veya cihaza erisim olmadan disaridan gergeklestirilen tarama. v/ v
Kimlik dogrulamali tarama Tar.anan hedeflere klmllk dog.rulamas..l yap?arak,. kurulu uygulama ve paketler lizerinden v %
zafiyetlerin daha derinlemesine analiz edilmesi.
Bulut yerel tarayici AWS, Azure ve Google Cloud gibi bulut yerel platformlar igin yerel tarayici (Tarayici Cihazi). v/ v
CIS Benchmark’lari (politika Hedef sistemin glvenli yapilandirilmasi igin CIS Benchmark en iyi uygulamalari. Holm Y Y
taramasi) Security, Center for Internet Security (CIS) tarafindan sertifikalandiriimistir.
At el Setaandiaas Sunucu ve\./a pllglsayarda yukll tim yazihmlari ¢ikararak zafiyetleri tespit eden Windows v
tabanl hafif ajan.
Operasyonel Teknoloji (OT) Gorev acisindan kritik altyapi ve endustriyel sistemlerin degerlendirilmesi. v/ v
Payment Card Industry Data Security Standard (PCI DSS) kapsaminda uyumluluk taramalari. Y %
PCI DSS ASV Holm Security platformu, PCl tarafindan Onayl Tarama Saglayicisi (ASV) olarak
sertifikalandirilmistir. OTD BiLiSiM



Altyapi yetenekleri

Kurulum yéntemi:

Yetenekler: Aciklama:
Cloud/SaaS: On-premise:

internete acik / herkese acik Herhangi bir yazilim, donanim veya kimlik bilgisi gerektirmeden sistemlerin ve Y Y
aglar aglarin cevresel (perimeter) taranmasi.
Yerel aglar Savmal cihaz olarak kurulan tara}/lu (Taray|C| Cihazi) sayesinde birden fazla yerel % v

agin es zamanli olarak taranabilmesi.
Sl e AWS, Azure ve Google Cloud icin yerel tarayici (Tarayici Cihazi) ile bulut tabanh Y

altyapinin taranmasi.
Uzaktaki bilgisayarlar H.aflf u¢ nokta yua2|I|m §J§n|m|? (Cihaz Ajani) kullanilarak Windows sistemlerin v

ajan tabanli degerlendirilmesi.




Zafiyet tespit yetenekleri

Yetenekler:

Acgiklama:

Guncel olmayan yazilimlar

Guncel olmayan isletim sistemlerini, yazilimlari ve servisleri tespit eder.

Zayif parolalar

Yaygin kullanici adi ve parolalar ile brute force giris denemeleri gerceklestirir.

Yanls yapilandirmalar

Yanlhs yapilandirmalari, acik portlari ve servisleri tespit eder.

BYanlis yapilandirmalar

Aglariniz ve sistemleriniz tGizerinde aninda gorundrlik saglar.

Zararl yazilimlar

Taranan sistemlerde bilinen zararl yazilimlari tespit eder.

Aciga cikan sistem bilgileri

php.info ve sistem yapilandirmalari gibi sistem ve uygulama bilgilerinin agiga ¢itkmasini tespit eder.

Hatali SSL sertifikalar

Suresi dolmak Uzere olan, siresi dolmus veya zafiyet iceren SSL sertifikalarini tespit eder.

Zay!f sifreleme

Sifreleme algoritmalari, stiriimler ve protokoller dahil olmak Uzere zayif sifrelemeleri tespit eder.




Kurulum seg¢enekleri

Secenekler: Aciklama:
Cloud Bulut Gizerinde Saa$ olarak glivenli yonetim ve veri saklama.
On-premise Kendi altyapinizda kurulu ve calisan, yerel veri depolama ile. internet tizerinden veri aktarimi yapilmaz.

OTD BiLiSiM
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Web Uygulama

o\Je

Guvenligi

Web sitelerinizde ve web uygulamalarinizda
OWASP Top 10 gibi genis bir zafiyet
yelpazesini tespit eder.

HOLM SECURITY



Kapsamli degerlendirme

yetenekleri

Finding vulnerabilities CSR ve RFI gibi
zafiyetlerin yani sira glincel olmayan
JavaScript bilesenlerini, zayif parolalari
ve web sunucusu ile web framework

OWASP Top 10

uyumlulugu
En glcli uyumluluk cercevesi ile en
yaygin web uygulama zafiyetlerini
tespit edin.

Gelismis kimlik

dogrulama ozellikleri

Giris (login) arkasindaki web
uygulamalarini taramak i¢in genis bir
kimlik dogrulama yontemi yelpazesini

destekler.

yanits yapitandirmalarinr tespit eder.

Modern web uygulama
destegi

Modern JavaScript tabanh web
uygulamalarinin taranmasini destekler.

Tum is akisini destekler

Guvenlik Merkezimiz; kesif,
onceliklendirme, iyilestirme ve
raporlama icin tek bir merkezi gériinim
sunar.

Tamamen otomatik

Otomatik ve surekli varlk kesfi ve
izleme, zafiyet degerlendirmeleri,
onceliklendirme, raporlama ve takip.

OTD BiLiSiM
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Degerlendirme teknolojileri

Teknolojiler:

Aciklama:

Teknolojiler: DAST ve SCA
teknolojisi

Web uygulama tarayicimiz, Dinamik Uygulama Glvenligi Testi (DAST) ve Yazilim Bilesen Analizi (SCA) teknolojilerine
dayanmaktadir.

internete acik ve yerel web
uygulamalar

internete acik ve yerel web uygulamalarini tarar.

Otomatik tespit

Web sunucularini, programlama dillerini ve veritabanlarini otomatik olarak tanimlar.

JavaScript destegi

AngularlS, VuelS, React)S gibi poptler framework’lerle gelistirilen JavaScript tabanli web sayfalarinin taranmasini
destekler.

API zafiyetleri

SOAP API’lerini otomatik olarak tespit eder ve OpenAPI v2 ve v3 kullanan REST APl’lerin taranmasini destekler.

CMS zafiyetleri

WordPress ve WordPress eklentileri gibi CMS’lerdeki zafiyetleri tespit eder.

Standart kimlik dogrulama
destegi

Basic authentication, statik formlar, dinamik JavaScript formlari veya 6zel header’lar kullanarak yetkili kullanici olarak
zafiyet taramasi yapilmasini saglar.

Gelismis kimlik dogrulama
destegi

Single sign-on veya ¢cok adimli kimlik dogrulama gibi gelismis senaryolar icin, web tarayicisi tGizerinden giris (login) streci
kaydedilerek login arkasindaki zafiyetlerin taranmasini mimkin kilar.




Zafiyet tespit yetenekleri

Yetenekler:

Yanls yapilandiriimis web
sunuculari

Aciklama:

Aciga acik dizin listeleme veya herkese acik erisim gibi zafiyetleri tespit eder.

Zayif parolalar

Yaygin kullanici adi ve parolalar ile brute force giris denemeleri gergeklestirir.

Guncel olmayan JavaScript
bilesenleri

Guncel olmayan ve zafiyet iceren JavaScript bilesenlerini tespit eder.

Aciga cikan kisisel veriler ve
finansal bilgiler

Kisisel kimlik bilgileri ve kredi karti verileri gibi aciga ¢ikan hassas bilgileri tespit eder.

OWASP Top 10

OWASP Top 10’un hem 2017 hem de 2021 sirtmleri icin tam destek saglar.

Acliga cikan hassas bilgiler

Kaynak kodu veya yapilandirma degerleri gibi aciga ¢ikan sistem ve uygulama bilgilerini tespit eder.

Hatali SSL sertifikalar

Suresi dolmak Uzere olan, stresi dolmus, kullanim disi kalmis veya zafiyet iceren SSL sertifikalarini tespit eder.

Fuzz testi

Bir web uygulamasinin beklenmeyen veya anormal davranislar sergileyip sergilemedigini tespit eder.

Daha fazlasi

9




Zafiyet tespit yetenekleri

Yetenekler: Aciklama:

SQL enjeksiyonu SQL Injection ve blind SQL Injection zafiyetlerini tespit eder.

Cross-Site Request Forgery CSREF, son kullanicinin halihazirda kimlik dogrulamasi yaptigi bir web uygulamasinda istenmeyen islemleri
(CSRF) gerceklestirmeye zorlayan bir saldiridir.

Remote File Inclusion (RFI) RFI zafiyeti, saldirganin bir dosyayi indirip ¢alistirmasina olanak tanir.

PHP misconfiguration Yaygin PHP yanlis yapilandirma zafiyetlerini tespit eder.

Sanal host tespiti Web sunucusunda yapilandirilmis acik sanal hostlari tespit eder.

SSI enjeksiyonlari, kullanici kontrollii girdilerin sunucu tarafli sablonlara gomilmesiyle olusur ve saldirganlarin sablon

-side Incl I
SR AT O direktifleri enjekte etmesine olanak tanir.

Sosyal mihendislik saldirilarinda (phishing, spear phishing ve ransomware gibi) kullanilabilecek acik e-posta adreslerini

Aciga cikan e-posta adresleri tespit eder.




Kurulum seg¢enekleri

Secenekler: Aciklama:
Cloud Bulut Gizerinde Saa$ olarak glivenli yonetim ve veri saklama.
On-premise Kendi altyapinizda kurulu ve calisan, yerel veri depolama ile. internet tizerinden veri aktarimi yapilmaz.

OTD BiLiSiM
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API Guvenligi

API’lerinizde OWASP APl Top 10 gibi
zafiyetleri tespit eder.



Kapsamh API teknoloji

kapsami

ScaREST/OpenAPI, GraphQL ve SOAP
dahil tim API’leriniz genelinde
tehditleri tarar.

Kapsaml zafiyet tespiti

Veri dogrulamasinin hatali yapilmasindan
kaynaklanan SQL enjeksiyonlari,
parametre ve tip enjeksiyonu
zafiyetlerini API’lerinizde tespit eder.

Yanlis yapilandiriimis

sunuculari tespit eder

API’yi barindiran sunucudaki yanlis
yapilandirmalari tespit eder.

OWASP APl Top 10

En glcli uyumluluk cercevesi ile en
yaygin API zafiyetlerini tespit edin.

Tum is akisini destekler

Guvenlik Merkezimiz; kesif,
onceliklendirme, iyilestirme ve
raporlama icin tek bir merkezi gériinim
sunar.

Tamamen otomatik

Otomatik ve surekli varlk kesfi ve
izleme, zafiyet degerlendirmeleri,
onceliklendirme, raporlama ve takip.

OTD BiLiSiM
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Bulut Guvenligi

Cloud Security Posture Management (CSPM)
ile bulut yerel platformlariniz genelinde
zafiyetleri tespit edin.

&) HOLM SECURITY



Bulut varlik kesfi ve

izleme

Entegre ASM ile bulut varliklarini
otomatik olarak kesfeder.

Coklu bulut destegi

Tum buyuk bulut yerel platformlari ve
Microsoft 365’i destekler, tek bir
merkezi gorinim sunar.

Bulut yanhs
vapilandirmalarini

tespit eder
Bulut yerel platformlarinizdaki yanlis
yapilandirmalarla ilgili tam goranurlik
ve aksiyon alinabilir baglam saglar.

Ajan gerektirmeyen
Degerlendirme, bulut yerel platformlarla
entegrasyon yoluyla gercgeklestirilir.
Herhangi bir yazilim gerektirmez.

Tum is akisini destekler

Guvenlik Merkezimiz; kesif,
onceliklendirme, iyilestirme ve
raporlama icin tek bir merkezi gériinim
sunar.

Tamamen otomatik

Otomatik ve surekli varlk kesfi ve
izleme, zafiyet degerlendirmeleri,
onceliklendirme, raporlama ve takip.

OTD BiLiSiM
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Phishing Simulasyonu ve
Farkindalik Egitimi

Phishing, ransomware ve diger kullanici hedefli
saldirilara karsi korunmak icin kendi insan glivenlik
duvarinizi olusturun.

HOLM SECURITY



Tamamen otomatik

senaryolar

Simulasyonlar, farkindalik egitimleri ve
takip testlerinden olusan senaryolar.

Modern farkindalik egitimi

Phishing simulasyonlarindaki kullanici
davranislarina gore otomatik ve
Ozellestirilmis nano 6grenme.

Phishing simiilasyonu
Gergekgi, hazir phishing senaryolari ve
Ozellestirilebilir sablonlar.

Video materyalleri ve

testler

Yerlesik farkindalik videolari ve kendi
gorsel materyallerinizi ekleme destegi.
Farkindalik dogrulamasi i¢in hazir
interaktif anketler.

Bireysel ve ekip risk

skorlama

Ek aksiyonlari planlamaya yardimci
olmak icin bireysel ve ekip risk skorlarini
zaman icinde takip edin.

Hazir kullanim

Similasyonlar, farkindalik egitimleri ve
anketler icin hazir ve 6zellestirilebilir
sablonlar.
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Farkindalik
egitimi

Phishing
simiilasyonu ¥

Anketler

& HOLM SECURITY



Zafiyet yonetimi programi

. dirme
Basari Programi unmanizt guglen
toplantisi siber s
Uygulama
5 Yearly
Success Program Success Program Success Program
meeting meeting meeting
I ® L ‘ I ([ J [} I
>

I Q1 Q2 | Q3 Q4 |

Certification Program
& training
(yearly)

Weekly scans

OTD BiLiSiM



OTD BiLiSiM

GLOBAL VAD

&Y HOLM SECURITY

UYUMLULUK

1SO 27001




' Gereksinimler

Risk degerlendirmesi (§6.1.2)
ISO 27001, kuruluslarin bilgi gtivenligi risklerini belirlemek ve
degerlendirmek igin risk degerlendirmesi yapmasini gerektirir.

Risk isleme (§6.1.2)
Riskler belirlendikten sonra, ISO 27001 kuruluslarin bir risk
isleme plani olugsturmasini zorunlu kilar. Bu planin bir pargasi
zafiyet yonetimini icerebilir.

Kontrol se¢imi (§6.1.3)

ISO 27001, standardin Ek A boliiminde kontrol hedefleri ve

kontrollerin bir listesini sunar. Bu kontrollerden bazilari
o dogrudan zafiyet degerlendirme ve yonetimi ile ilgilidir,
ornegin:
* A.12.6.1 — Teknik zafiyetlerin yonetimi
* A.14.2.7 - Sistem zafiyet degerlendirmeleri
* A.14.2.8 — Teknik zafiyetlerin giderilmesi

Surekli iyilestirme (8§10.1)

ISISO 27001, sirekli iyilestirme dongusiini tesvik eder.
Kuruluslarin risk degerlendirmelerini, risk isleme planlarini ve
bilgi glivenligi kontrollerini diizenli olarak gdzden gegirmesi ve

guncellemesi gerekmektedir.

J Céziimlerimiz

A market-leading platform for systematic, automated, and
continuous risk assessments using Attack Surface
Management (ASM) and vulnerability management. Our
platform creates a foundation for proactive cyber defense for
compliance.

Saldiri Ylzeyi Yonetimi (ASM) ve zafiyet yonetimi kullanarak
sistematik, otomatik ve stirekli risk degerlendirmeleri saglayan
pazar lideri bir platform. Platformumuz, uyumluluk igin
proaktif siber savunmaya temel olusturur.

Zafiyet yonetimi programimiz ile muisterilerimizin uzun vadeli
bir risk isleme plani uygulamasini destekliyoruz.

Zafiyet yonetimi, kuruluslarin ortaya ¢ikan yeni zafiyetler
hakkinda bilgi sahibi olmasini ve giivenlik 6nlemlerini buna
gore uyarlamasini saglayarak bu stirekli stiregte kritik bir rol

oynar.
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NIS & NIS2




NIS DONUM NOKTALARI

AB Uiye devletlerinde
yerel mevzuat olarak
uygulanmaya

baslanir.
NIS2 Direktifi’'nin
nihai kabuld. f
NIS2 Direktifi igin
&neri kabul edildi. J
NIS Direktifi’nin ilk /

versiyonu yuirurlige girdi.

//

29 Kasim 2022
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NIS2 SEKTORLER

/ Proaktif olarak izlenen
sektorler, belirlenmis
denetleyici otoritelere

raporlama yapar.
Reaktif olarak izlenen sektérler
ise talep Uzerine dlzenleyici

\ kuruma rapor sunar.

Temel kuruluslar Onemli kuruluslar

> DX £3) 7o

Eneriji Atik su Saglk hizmetleri Atik yonetimi

L]

R &

Postal & courier
services

Kimyasal Uretim, isleme
ve dagitim

Drinking water Bankacilik Finansal piyasa
supply & distribution

T . [k

Dijital
altyapi

Food p%%uction,

processing &
distribution

Uretim ve imalat

Medikal teknoloji trtnleri
Bilgisayarlar, elektronik ve optik
Elektrikli cihazlar

Endustriyel makineler

Motorlu araglar

Diger ulagim araglari

Kamu yonetimi
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Gereksinimler J Coziimlerimiz

Sistematik ve risk odakh Saldiri Ylizeyi Yonetimi (ASM) ve zafiyet yonetimi kullanarak
Bilgi glivenligi kapsaminda sistematik, analitik ve risk sistematik, otomatik ve strekli risk degerlendirmeleri saglayan
odakli adimlar atin ve risk degerlendirmeleri pazar lideri bir platform. Platformumuz, proaktif siber savunma
gergeklestirin. ve NIS2 uyumlulugu igin glicll bir temel olusturur.

Risk degerlendirmeleri
Hem uygulama asamasinda hem de giinlik bakim
calismalari sirasinda risk degerlendirmeleri gerceklestirin.

NIS2 uyumlulugunun ilk agamasinda ve sonrasinda sirekli olarak
otomatik risk degerlendirmeleri.

Siber hijyen Phishing saldirilarina karsi insan savunmasini, phishing
Temel siber hijyen uygulamalarini hayata gecirin ve siber similasyonu ile birlikte 6zellestirilmis ve otomatik farkindalik
gluvenlik egitimleri uygulayin. egitimi kullanarak glglendirin.

Tedarik zinciri degerlendirmeleri
Risk degerlendirmeleri NIS2 uyumlulugunun temel bir Platformumuz, musterilerimizin yani sira onlarin tedarikgilerinin
unsuru oldugundan, tedarikgilerinizin de bu de surekli risk degerlendirmeleri gergeklestirmesine olanak tanir.
degerlendirmeleri gerceklestirmesi bir gereklilik olacaktir.

Uyumlulugu gosterin
Bugtin ve gelecekte uyumlulugu gosterebilir durumda
olun.

Sinirsiz rapor ve zafiyet verisi arsivi, uyumlulugu hem gegmiste
hem de gliniimuzde gosterir.

Daha fazla ¢6zim -



{, Gereksinimler J Cozimlerimiz

Yonetimin; kolay anlasilir istatistikler ve veriler ile otomatik
raporlama Uzerinden siirekli risk degerlendirmelerini
denetlemesini saglayan tamamen otomatik bir sireg.

Platformumuz, kurulusunuzun risk maruziyetinin zaman iginde
nasil gelistigini detayli sekilde aciklar.

Denetleme
Yonetim, risk yonetiminin uygulanmasini denetler.

Cezalardan kaginin
idari yaptinmlardan, kaybedilen izinlerden,
sertifikalardan ve cezalardan kaginin.

En kritik is varhklarinizi, zafiyetleri ve kor noktalari proaktif ve
otomatik olarak tespit ederek koruyun.
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Operasyonel
Teknoloji




OPERASYONEL TEKNOLOJI

Stuxnet zararl
vazilim sabotaji

Kot amagh yazilim ilk olarak 2010 yilinda ortaya
cikarildi.

 iran’daki bir niikleer tesiste uranyum zenginlestirme
tesisine saldirmak icin kullanildi.

* iran’in niikleer santrifiijlerinin yaklasik beste birini
yok etti.

e 200.000’den fazla bilgisayara bulasti ve yaklasik
1.000 makinenin fiziksel olarak zarar gérmesine
neden oldu.
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Ukrayna elektrik
sebekesi saldirisi

2015 ve 2016 yillarinda, elektrik sebekesine yonelik siber
saldirilar yaklasik ceyrek milyon Ukraynalinin elektriksiz
kalmasina neden oldu.

e 30 trafo merkezinin elektrigi kesildi ve yaklasik
230.000 kisi alti saate kadar elektriksiz kaldi.

* SCADA ekipmanlari ¢alismadi ve elektrik yeniden
saglama islemi manuel olarak yapilmak zorunda kaldi.
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Denetim katmani
icin pazar lideri
kapsama
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Denetim
katmani

Kontrol

katmani

Saha
katmani

OPERASYONEL TEKNOLOJI

Bilgisayarlar (yazilim), ag veri
iletisimi ve insan-Makine
Araylza (HMI).

PLCs/RTUs, PIDs, ve DCS.

Sensorler, pompalar,
aktliatorler, vanalar, motorlar
ve diger cevresel cihazlar.

= 2 &
= B B

x|

Denetim katmani ve
Uzerindeki tim
katmanlar icin tam

kapsama saglar.

Kontrol katmani igin
kismi kapsama

saglar.

Dﬂﬂ
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OPERASYONEL TEKNOLOJI

: A DD
Schneider MDD

SIEMENS Honeywell

75’ten fazla 3.650+

@iz wesrermo tretici kapsanir zafiyet
o wmsuese Circuter OT ureticilerinin biyik bir kismi ka psanmaktadlr

kapsanmaktadir.

— Kapsamli OT zafiyet test kapsami.
@ Roplwell . YOKOGAWA psamli OT zafiy psami
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