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Uriinler ve Giivenlik
Platformu Genel Bakisi

YOU DESERVE THE BEST SECURITY
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Ajanda

Check Point Platform Vizyonu
Check Point Uriin Aileleri

Kullanim Senaryolari
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2024 icin CEO Oncelikleri

McKinsey
& Company

R L

OTD BiLiSiM

GLOBAL VAD

Yapay Zeka: Biiyiik Bir Baslangicin ilk
Adimi

Teknolojiyle Rekabeti Asmak

Enerji Dontsimu

Super Gucun Ne?

Orta Duzey Yoneticileri Sevmeyi Ogren
Jeopolitik: Zorluklari Asmak

Cesur Biyume Yolunda Yol Almak

Makroekonomiye Yeni Bir Bakis Acisi
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2024 icin En Onemli Is Riskleri

1. Siber olaylar
2. |s Kesintileri
3. Dogal Afetler
® 4. Mevzuat ve Dizenlemelerdeki Degisiklikler
Alllanz @ 5. Makroekonomik Gelismeler
6. Yangin, Patlama
7. Iklim Degisikligi
8. Politik Riskler ve Siddet
9

. Piyasa Gelismeleri
10. Nitelikli Is Guci Eksikligi
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Yapay Zekanin Siber Giivenlik Uzerindeki Anlik Etkisi

Yapay Zeka Kime
Yardimci Olacak?
Saldirganlar 55.9%

Her ikisi 35.1%

Savunucular 8.9%



Yapay Zek3, Siber Glivenlik Yatirbmi Gerektirir

Altyapi
Guvenligi

Durum Yonetimi
is Yk
Zafiyet

Sanal Ag

Ana Bilgisayar
Guvenligi

Guvenlik Duvari

Kimlik ve
Erisim
Yonetimi

MFA
RBAC
Least Privilege

Human and
Service
Accounts

Veri
Guvenligi

Bekleme

Halindeyken
Sifreleme

lletim
Halindeyken
Sifreleme

Veri Kaybi
Onleme

Gizli Bilgi /
Anahtar
YOonetimi

Uygulama
Guvenligi

.Mimari
Inceleme

Tehdit
Modellemesi

Uygulama
Guvenligi Testi

Sizma Testi

Gunluk Kaydi
ve izleme

Bulut Denetim
Gunlukleri

Gunlik ve Olay
Yonetimi
Toplama

OTD BiLiSiM

GLOBAL VAD

Yapay Zeka
Guvenligi

7/24 SOC izleme

Uygun Kadro
Olusturma

Tehdit Avciligi
Adli Bilisim



Platform: En Onemli Siber Giivenlik Onceligi

e
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GLOBAL VAD

Siber Guvenlik Liderleri
Sunlari Yapmalidir:

Siber gluvenligi basitlestirin ve
rasyonellestirin

Hizli ve kesintisiz operasyonlar
icin PLATFORMU olusturun
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GLOBAL VAD

Konsolidasyon icin Gercekten Ise Yarayan Bir Platform

s Birlikci, Birlesik ve En lyi Tehdit Onleme

Yapay Zeka Is Basinda — Bugtin!

Infinity

Ticari Esneklik ve Ceviklik
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Al-Powered. Cloud-Delivered.

Quantum CloudGuard v/ 7 Harmony
Secure the Network 4@ Secure the Cloud W/ Secure the Workspace

Infinity Core Services



SECURE THE ENTERPRISE

Al-Powered. Cloud-Delivered.

SECURE THE NETWORK SECURE THE CLOUD

g Quantum

Gateways
Enterprise
Firewalls

Network
Cloud Access Control
and Prevention

Maestro VPN
Hyperscale Virtual Private
Data Center Remote Access

SD-WAN
Optimized
Connectivity

Spark
SMB Suite

Rugged

ICS Security Cloud Native Application

Protection (CNAPP)
Unified Security from
Smart-1 Cloud Code to Cloud

Security Management

loT Protect
loT Security

DDoS Protector
Block DDoS Attacks

COLLABORATIVE SECURITY OPERATIONS & SERVICES

XDR/XPR

Extended Prevention
and Response

ThreatCloud Al

Al-Powered
Threat Intelligence

Events
Unified Events

Playblocks

Orchestration
and Automation

OTD BiLiSiM

GLOBAL VAD

Infinity

Platform

é CloudGuard

WAF

Web Application
Firewall

Cloud Detection and
Response
Contextual and Actionable
Intelligence

w Infinity Core Services

Security Operations and Al

Al Copilot

Automating Security
with Al

Managed Prevention

SECURE THE WORKSPACE

“’ Harmony

SaaS
Threat Prevention
for Saa$S
Applications

SASE Email
Internet Access

Private Access

Cloud Email and
Collaboration
Suite Security

Mobile
Mobile Threat
Defense

Web Browser
Prevent Internet
Threats and Data Loss

Endpoint

Protection

& Posture
Management

Global Services

MDR/MPR Incident Response
Keep Your Business

Running

Consulting & Training
Leverage security architecture

and Response design experts
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Check Point ilkesi

ALGILAMA
DEGIL,
ONLEME.

Cunku Zararh Yazihm Iceri

Gird

L |

igin

de Artik Cok Gectir
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GLOBAL VAD

MISYONUMUZ

Herhangi bir kurulusun
Isini internette en yuksek
guvenlik seviyesiyle
yurutmesini saglamak
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2024 Guvenlik Kiyaslama Raporu

#1 A IGTEDnT Sifir Gin+1 Zararh Yazilim Onleme Orani
Tehdit Onlemede.
99.8-
84

75.4% 69.4%

99.8%

47 .8«
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Zero Phishing Uclinct Taraf Dogrulamasi

EMAIL

KACIRILAN KiMLIK AVI BAGLANTILARI (WEB TARAMA) : E}J“;tiAKNASI (E_EPLCE)';'TﬁgITUSUNDA DODUREY EAROISII (BRI

. o ]
cv.CH ECK POINT F::RTINET (QZSCBIGI‘ .::ll'.f;(':lc;' & cHeck POINT

mimecast

‘ Google

. . proofpoint.
Hepsi Engellendi!

1 e
: Microsoft
4.1% 1B

LI Barracuda.

Miercom

Source: https://tiny.cc/unknown360
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Ustiin Dayanikhlik ve Giiglii Sorumluluk Bilinci

[
e; CHECK POINT
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2021-2024

Fi:RTINET leeal
C\e

U=
OVE  owl

1

16X m
BELEVAVA
27X H Yiksek Profilli
Daha Guvenlik Acig m
Hizli
Yanit

167

Kritik ve Yuiksek Gidermek

Kritik ve Yiiksek Glivenlik Aciklarinin Sayis g
i ve T aveniix Aeidarini yist Icin Ortalama Giin Sayisi



http://tiny.cc/urgency

co Infinity * Quantum
ecurity Operations and A Secure the Network

MDR/MPR Smart-1 Cloud
XDR/XPR Spark Management
Events loT Protect

Playblocks SD-WAN

{(

’ CloudGuard
% cocure the Cloud

Posture
Network
Workload
Identity
ShiftLeft
Intelligence

Application Security

OTD BiLiSiM

GLOBAL VAD

Harmon
", ,ngl;ll

S8V INIOd %D3HD

SASE - Internet & Private Access
Saas$ Security

Endpoint

Mobile

Email & Collaboration

Check Point, Merkezi Yonetim ve Kullanilabilirlik

Konusunda Standartlari Belirler.

FORRESTER

Forrester Wave™: Zero day Platformu Saglayicilari, 2023 3. Ceyrek
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Quantum Uriin Ailesi
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GLOBAL VAD Gen-V Threat Prevention Throughput



1535 Pro 1555 Pro
440 Mbps 600 Mbps
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GLOBAL VAD

2000
7500 Mbps
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1900 SRR~ B
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Taa2s
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1600 Mbps
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4



OTD BiLiSiM
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(Quantum

Up to 52
appliances

9".

MAESTRO e £ oBE

i oHE
B 52.8 Gbps
“ht . ‘- oHB 35.2 Gbps
e Bl ‘- oHB 17.6 Gbps

Tamamen Kullanima Hazir



TEHDIT EMULASYONU / TEHDIT CIKARIMI

1 Dosyanin Bir Kopyasini Olustur.
Zararli Olabilecek Her Seyi Cikar.

[ ]
& cHECK POINT

2

Arka Planda, Dosyayi Sifir Glin Saldirilarina

Karsi Sandboxing ile Tara.

—_— SANDBLAST TE APPLIANCE
R —

OTD BIiLiSiM

ORIGINAL
pDoc

THREAT
L BTRacrigy

v’ Kullanici, temizlenmis dosyalari
aninda kullanmaya baslar.

v’ Dosya temizse, kullanicilar orijinal

dosyay! indirebilir.



E

Next Generation
Threat Prevention

Next Generation
Firewall

Next Generation Firewall +

Guvenlik Duvari Antivirts

VPN Antibot
Uygulama KontrolU

URL Filtreleme

Saldiri Onleme Antispam

Sistemi

Gelismis DNS

Giivenligi ) @

1, Sandblast - Gen V
- Threat Prevention ‘

Next Generation Threat Prevention +

loT Kesfi

Tehdit Emi]lasyonm et
Tehdit Cikarimi loT Tehdit Onleme

Zero Phishing @ @0

R81.20 required R81.20 required

12 Blades - En liyi Giivenlik

OTD BiLiSiM

GLOBAL VAD

Quantum SD-WAN

&P

Uygulama Onceliklendirme

Baglanti izleme

Otomatik Baglanti
Yedeklemesi

Bant Genisligi Toplama

R81.10 required

SD-WAN
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Harmony Uriin Ailesi




Calisma Alanini Koru

Kullanicilar, Cihazlar, Uygulamalar ve Erigsim igin Katmanli Guvenlik

XDR

Mobile

Endpoint

Browser

®
G CHECK POINT

OTD BiLiSiM

GLOBAL VAD

Phishing

Malware

Veri Sizintisi

Zafiyetler
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360° Endpoint Guvenligi
o - Olay Yonetimi ____ ‘I\DR & MDR ______________________ - Izleme ve Olay Yénetimi

- Arastirma istihbarat - Dagitim ve Politika Yonetimi

" . Tehdit Avelhgi ------------ © © - - Remote Access VPN
+ Adli Rapor « Guvenlik Duvari
- MITRE Eslestirmesi « Uygulama KontrolU
« Uc¢ Nokta Uyumlulugu

e ThreatCloud
* |OC YoOnetimi

- Tehdit Emulasyonu
- Tehdit Cikarimi

Harmony

Endpoint

NEW
- Fidye Yazilimina Karsi Intel TDT

- Anti-Bot

« Zararl Yazilima Kargi Koruma
- S6murd Onleme

- Davranigsal Koruma

- Baglanti Noktasi Korumasi

- Zero-day Phishing

- DLP (Veri Kaybi Onleme)

« URL Filtreleme

- Kurumsal Parola Yeniden Kullanimi
« Guvenli Arama

Zafiyet Y Vew
) et Yonetimi
- Tam Disk Sifreleme afiye "one: |r.n|
Ortam Sifreleme « Yama Yonetimi ) .
Envanter Yonetimi Ivanti

[
& cHeck POINT



Onleme Oncelikli E-Posta Givenligi

o—

\( )

Harmony

Email & Collaboration

b2

-
LD 24

[ ]
& cHECK POINT

!

Varsayilan
Gulvenlik
(EOP)

!

Gelismis Tehdit Teslimat Sonrasi
Korumasi (ATP) Koruma (CESS)

A

OTD BIiLiSiM

BEC / Kimlik Avi Onleme

NLP & stylometry

Anti-spam

Kimlik Taklidi

Bildirim / Uyari

Hesap Ele Gegirme

Zararlh Yazilim / Antivirts /

Sandboxing

Sifreli Ekler

Kotu Amacl Yazihm Tehdit Cikarimi
(CDR)

Baglanti itibari / Tehdit istinbarat

Baglanti Sandboxing

Baglanti Tiklama Ani Korumasi
DLP

Sifreleme



Cihaz Uzerinde Koruma Sunan Tek Hibrit SASE T s

/Q\
— 1 H . ewe Q 0
\D-_;_ Cihaz Uzerinde Ag l2KatDahaH|zI||nternetGuvenI|g| CI’\ }I’
Uzak Korumasi o
Kullanicilar ~ T ! pooTommonossmsns oo Web
“’ Harmony &>
SASE o T Bulut is
. K I Yukleri
Ozel Erigim Internet Erigimi
L o R " W
, On-Prem Veri
Ofisler Merkezi

L]
@ cHECK POINT
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Harmony Mobile — Tam Koruma

01 02
T — UYGULAMALAR AG
Hamony dbile : e Kimlik Avi Onleme / Sifir Kimlik Avi

* Gergek Zamanli Analiz . .

.7 i Yan Ykl * Guvenli Tarama
-araril ran ruxieme * Kosullu Erigim
Onleme * Antibot

* URL Filtreleme

¢ Korumali DNS

« Wi-Fi Ag Giivenligi

* Riskli indirmeleri Onleme

* [sletim Sistemi Zafiyetleri * Indirme Onleme
* Cihaz Duzeyi istismarlari * Depolama Taramasi
* Riskli Yapilandirmalar * Sifir-Gin Dosya

Emulasyonu (Sandboxing)

Gelismis Rootlama
Jailbreak Tespiti

o
& cHeck POINT
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CloudGuard Uriin Ailesi



SQL Sizdirilmis Yonetici
Enjeksiyonu Kimlik Bilgileri

® a ¢

Servis

Kapisi Guvenilmeyen

Yiiklenici

& &

Enfekte
Gelistirici
Bilgisayari

Exposed
Assets

Saldirganlar Buluta On Ya da Servis
Kapidan Girer Kapisindan

L]
& cHECK POINT
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* On Kapi Servis Kapisi
-

CloudGuard :
WAF o
@)
= cv.CHECK POINT A s £
Kullanim Senaryosu CloudGuard WAF Cloud Native WAF
Zero Day Onleme v Aninda x Ort. 40 days*
"""""" ® imza Giincellemeleri v Yapay Zeka x imza
Dogruluk v" En Yiiksek 97% x 87%*
AP| Onleme v Evet x Saglanmadi
Multi-Cloud Destegi V" Evet x Single Cloud

Essiz Yapay Zeka Tabanli WAF Onleme

®
& cHeck POINT




Kapsamli Uygulama ile Oz-Koruma Sistemi
Cloud Yerel WAF

S Uygulama katmani saldirilarini, OWASP ilk 10 dahil olmak Uzere durdurur ve
'\ Gok daha fazlasini engeller.

API Givenlig

APl'leri korur; uygulamalan XML, REST, GraphQL ve JSON veri
isleme ile APl kullanim esigi gibi istismarlardan korur.

Bot Onleme

Otomatik saldinlart durdurur; kullanicr kimlik bilgisi kétuye
kullanimini engeller.

Oran Siniri

. Belirlenen stre ve kapsam icinde bir API/Uygulama kaynagina yapilan
7 istek sayisini sinirlandirarak DDoS/DoS saldinlarini engeller.

R @ Dosya Guvenligi

Yuklenen tim dosyalari analiz eder ve dosyanin itibarina iliskin olarak Check Point Threat Cloud
ile dogrulama yapar.

2
G CHECK POINT’
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On Kapi Servis Kapisi
‘ \ N I,‘v ]
CloudGuard ®o O CloudGuard
Network o © Network
i o
@ & cueck point A &
Kullanim Senaryosu CloudGuard Network Security Cloud Native FW

Threat Prevention v En lyi Glivenlik x Sinirh IPS
: R
-----¢ Hybrid-Cloud Support V' Evet % On-Prem Destek Yok

Multi-Cloud Support V' Evet % Single Cloud

ROI V" Yiiksek 169% x Diisiik <40%

Essiz Bulut Ag Guvenligi

®
& cHeck POINT
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&

CloudGuard
CNAPP

#3 Kalan Riskleri Gidermek icin Onleme ile Birlikte
CNAPP Kullanin

@.CHECK POINT CNAPI"P
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On Kapi Servis Kapisi

is Yiikii Tespit ve Durum Veri D Kimlik Kod
Korumasi Miidahale Yonetimi ér burumu Yonetimi Guvenligi

© @@ ©©® © E = B & - o & g f of
oo o o of o

o= af

Bulut Risklerinizi Siniflandirin

®
& cHeck POINT




b CloudGuard: Prevention ile Tam CNAPPP Platformu OTSiM

8 Modiil ve 52 Motor

Ag WAF Kod
.. .o DSPM .. .
Guvenligi CSPM CWPP CIEM CDR Guvenligi
IPS Korumasi Makine Ogrenimi Konteyner Grafik S = Kod ve laC
Tabanli Tehdit Zafiyetleri Gorsellestirme Ag GUnlugu Analizi Taramasi

Onleme

Tehdit Emilasyonu
ve Cikarimi

Zararli Yazihm Etkin Izin
Taramasi Hesaplama

laC, Gizli Bilgi ve

Kubernetes Ag
CI/CD Algilayicilari

GUnlGgu Analizi

API Kesfi ve

Gavenligi Servis Envanteri
ot Onleme : - Siri
. Hazir Kurallar Tehdit Tespiti
Cloud Native WAN _ Yetkilendirilmis

Hybrid Cloud VPN

Ozel Algilayicilar

Sistemi (IPS) Kurallari Depolar, Yerel ve

Anomali Tespiti Boru Hatti

Hesap Aktivitesi
Entegrasyonu &'gri‘f::a ' Davrar?lg | Kimliklerin Tespiti Gunlik Analizi Ceyrimdlsl ve
Hub & Spoke En IyKiul::ﬁ:rllama Anormallikleri Pasif Kimliklerin cevrmictfarams
Segmentasyonu Fonksiyonel Tespit Yazilim Bilesen
Bot Korumasi, DLP, Saldiri Onleme Sliz:(r:al?tllgl:l Ke(rslﬂinnliJCKUZrUuZTa A Danar?'S i ——
normallikleri
(oo |

TP
Ajanl ve Ajansiz En Iyi Uygulama
laC Dagitimi laC Dagitimi Ozel Kurallar ihlalleri

Taramasi

CloudGuard Birlesik Platformu

. .. e Diizeltme (Kilavuzlar / Otomatik / Tek .
Birlesik Bulgular ve Varlik Yonetimi Risk Yonetimi Tiklama) Tek Tiklamayla Ajansiz Devreye Alma

o
& cHeck POINT
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Infinity Temel Hizmetleri
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H W B

Yapay Zeka Giivenligi Daha lyi Gliclendiriyor

Yapay Zeké Destekli Yonetici ve Glvenlik Yapay Zeka Guvenli GenAl
Tehdit Onleme Analistleri I¢in Yapay Sunucularini Koru Kullanimini
Zeka Destekli Asistan Etkinlestir

ThreatCloud Al Yapay Zeka Yardimeisi Yapay Zeka GenAl Security
50+ Tehdit Onleme Motoru ile %99,8 Ortak yonetim gérevlgrini,gercekleéstirmek Sunuculanni Korumak Kyrumlgal g_illge)éde GenAlnin
zararli yazilim yakalama orani icin gereken zamani %90'a kadar azaltir Kurumsal yapay zeka g:gﬁ; Iéiréeﬁ Z:;‘;:ﬁ? Q{:;T!m
Gergek Zamanl Tehdit istihbarati. Guvenlik Operasyonlarini (SecOps) uygulamalarini ¢alistirmak o risk oo e
hlzland_lrlr. Tehdit avciligi, analiz ve icin kullanilan yapay zeka korur’na3| -~
otomatik yanit. bulut altyapisini korumak
Quantum icin Copilot — GA amaciyla NVIDIA ig birligi. Onizleme
XDR igin Copilot — GA Onizleme

[ J
& CHECK POINT Yol Haritasindaki Tarihler Degisiklige Tabi Olabilir



CHECK POINT
QUANTUM SMART-1 CLOUD

@ nn

Standard

g Policy
SR NAT Admin manag... self-Ad...
6 N
self-Ad...
eat Prevention
self-Ad...
{\g Custom Policy
v #% Autonomous Policy
8% Policy
& File Protections

¥ Settings

[Ag Policy

Summary

(}) Accept Rule 1

Admin managment connection to GW

S

@ Infinity Al Copilot

+ New...

Content Object Categories

P echo-re... @ Accept

Network Objects

echo-re...

Services

ssh_versi... ARt
egories

Annhratinne /s
Appihications/Ca

https VDN

PN Communities

Jata lypes

sers/iaentities

UserCheck Interactions

Limit

andreiva@checkpoint.com

07-Dec-23 15:24

2K (0% | Aw)

£ Open in full SmartConsole ~

No change




w Infinity
Al Copilot

Hi Gil, what can | do for you today?

Just now



Documentation How can | create a new policy?

Logs Can you give me a list of malware families that was detected in the last 7 ...
Configuration Display the configured gateways

Policy Show my policies

Troubleshooting Am | protected from CVE-2019-0708 ?

4> Emily Johns can't access SAP-server-America, please suggest allowing her access >



Emily Johns can't access SAP-server-America, please suggest allowing her

dCCesSsS

18:24

The logs show that Emily Johns attempts to access the SAP-server-America (IP:
192.168.19.1) were dropped by the rule 6.3 named "Production Farm Cleanup rule".
This happened multiple times, last time on 2024-01-03 at 13:59:41.

Just now QJ 5

Would you like to add Emily Johns to access role ‘Sales_North_America’ that can
access SAP-server-America

Yes (Add to access role) No



18:24

Emily Johns added to access role 'Sales_North_America'

Just now P dY

Would you like to Install Policy

Yes (Install Policy) No

$> How can | help you today? >



Inifinity XDR / XPR

Infinity
I Bank, EMEA XDR/XPR
lligkilendirme Tespit Kapsamli Onleme

- Bulasmis Uc¢ Noktalar
|zole Edildi

. Zararh URLler
Engellendi

Yuksek
Ciddiyetteki Ihlal

3 Uc Noktada

Etkin - Kullanicinin Parolasi
1 Kullanici Ele Sifirlandi ve Kaldirildi
Gegirildi . Cihazlardaki Siregler

2

_____ Sonlandirildi
s
Quantum
( ()} ’
Harmony

2
6 CHECK POINT’
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Infinity Harici Risk Yonetimi

Saldin Yiizeyi izleme edef Odakh Tehdit istihbaratfl Kiiresel Tehdit istihbarati Tedarik Zinciri istihbarati

Gélge BT ve Dark Web izleme Fidye Yazilimi Marka ve Kimlik Avi /1 Tedarikgi ve
Varlik Kesfi ve Aktér Sohbetleri ElEine v= Korumasi Teknoloji Tespiti

Tehdit Gorinum

~ \ Zafiyet ve ( Kimlik Bilgileri ve Zenginlestirilmis E__ Sosyal Medya 0 Uclincl Taraf
Maruziyet Tespiti ? | Hesap Ele Gegirme loC Akisglari — J Kimlik Taklidi o y Risk Yonetimi

B

?299¢%
'>

isti Dolandiricilik ve istihbarat Bilqi Mobil Uygulama - Kritik Riskler ve
5t CVE ISt|hbarat| ﬁven S|z|nt|s| % g K|ml|k Tak“dl </> |h|a”er Hakk“’]da

Tabani ‘L Uyarilar

) Duzeltme

Hizli ve Etkili Kaldirma Islemleri | Uglincii Taraf Entegrasyonlari

<= Uzman Tehdit istihbarati

Uyarilarin Onceliklendiriimesi ve Baglamsallastiriimasi | Sanal HUMINT |
Ozel Arastirmalar ve Tehdit Aktéri Profilleme
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Infinity Playblocks - SOAR

Infinity i
~Playblocks —- -
Autamations o keep you secure z2nd to simplify your workflow

Infinity
Playblocks
- 70’ten Fazla Hazir Playblock

- 2 Dakikada Devreye Alma

- Bulut Hizmeti Olarak Mevcut

[
& cHeck POINT
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GLOBAL VAD

KIMLIK AV
FIDYE YAZILIMI

VERI SIZINTISI
ZAFIYETLER

360° Tehdit Onleme

Ornekler




Kimlik Avi Sitesi
Olusturuldu

Phishing site
LinkedlInscam.com

Linked][

Welcome Back

tmail or Phane

fnaved stow
Forgat pacmwone?

[ ]
& cHECK POINT

Ornek: Kimlik Avi Saldirisi

Saldiry1 Yayma

Kisisel
Gmail
Hesabina
E-Posta

Is Birligi
Uygulamasina
Baglanti

Eklendi

Kurumsal
Hesaba E-
Posta

Mobil
Cihaza SMS

Cok
Vektorll %
a Saldin RN

Web
taramasi
sirasinda
Google
Ads

Kéta
Amagli
QR Kodu

Uc Nokta
I%Ietim I\SAOS al
Sistemi edya
Direkt
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Kimlik Avi Onleme

Endpoint Korumasi

- Kullanici Kimlik Bilgilerini
Calmak Icin Tasarlanmis Sifir-
Gulin Kimlik Avi Sitelerini
Engeller

salesforce
- Kurumsal Parolalarin Yeniden

Kullanilmasini Onler

. Alan Adi Itibarini, Baglantilari,
IP’yi ve Mesru Web
Sayfalarina Benzerligi Iceren
Tehdit Gostergelerinin Gergek
Zamanl Analizi
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Kimlik Avi Onleme

salesforce

Firewall Korumasi

- Kullanici Kimlik Bilgilerini y
Calmak icin Tasarlanmis Sifir-
Glin Kimlik Avi Sitelerini
Engeller

. Alan Ad1 Itibarini, Baglantilari,
IP’yi ve Mesru Web
Sayfalarina Benzerligi iceren : ,
Tehdit Gosterqe_lermln Gercek T —
Zamanl Analizi

Quantum Force Firewall o’
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Email Korumasi

- Derin Analiz ve Dusuk
Yanlis Pozitif igin Yapay
Zeka

. E-Posta Konusu ve
Govdesi Igin Ustiin NLP

- URL Hedefinde Bulunan
veya EKli Herhangi Bir
Dosya Igin Kapsamli
Zararh Yazilim Analizi

GSuite 9 [@8Exchange

Office 365
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®
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Kimlik Avi Onleme

Email Profile

From I, .o

Reply-To

Al Models overview

l] Message -Re: Your account need to be updated soon !

Quarantina Email Security Stack
0 Relresh Microsoft Enforcement: Deliver to Inbox
Stat
@ Microsoft Defender  Clean SCL:-1 BCL:O

Check Point Enforcement: Deliver to Inbox
m
@ Anti-Phishing  Phishing b dinrgciie
Report mis-classification
Reasons for detection
Attack Analysis
Links

Sender Reputation

Email basic information

This widget presents information about the email's authentication and sender. Email-text
analysts require 'private data' privileges

From Address: hello@sellerterminal com @

"ass SPF Check | [Pass DMARC Check l Clean

To: mschroeder@brki.com |ViP user|

Subject: Re: Your account need to be updated soon! ;I
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\
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Smishing ve Qwishing'e Karsi Koruma

Competition Harmony Mobile

/ 1641 © © T @4 1oo%u
O Q & '
9

J Protect Capsule User Center  Threats Menu
B
B
Ol

QR Code Rea.., ‘

Mobil Korumasi

- Kimlik avi tespit motoru
baglantiyl aninda inceler

- Bilinmeyen siteler Zero-
phishing ile gergek
zamanli olarak analiz
edilir

- URL kota amach kimlik
avi olarak tespit edilir ve

engellenir ‘
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e
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Cok Katmanli el

Koruma

SALDIRILARI

Tarayici

Email

Giivenlik

Mobil

Duvari

OTD BiLiSiM
[ GLOBAL VAD

®
& cHeck POINT



Dosya Korumasi

Arka Planda, Dosyayi Sifir Glin Saldirilarina l

1 Dosyanin Bir Kopyasini Olustur. 2
Karsi Sandboxing ile Tara.

Zararli Olabilecek Her Seyi Cikar.

Web indirmeleri -
Guvenlik Duvarni

Temizlenmis Surim 1,5
Saniyede Kullanilabilir

- Gomulu CDR ve Quantum Force Firewall

Sandboxing

Kanitlandiktan Sonra
Orijinal Dosya Indirilebilir Sandboxing...
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Dosya Korumasi
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G covid-19impacton telecom fle: X o
We b i n d i r e Ie ri <« C B google.com/search?sxs=ALeKk0 T8AINCAISG_-FZ9Eieq WBol twnQ% = WxebmCM-2
'Il -
) . - - -
IFC-Covid19-Telecommunications_final_web_2.cl
= GO gle covid-13 impact on telecom fliatype par y Q 0 CHI d.ndf - - -
Endpoint eaned.p
i - : ; B Potentially malicious elements were removed from the file
Ay L) Images. 5 News & Wideos ¢ Shopoing fare Sethng ools —
PR i IFC Get origina
About 2 eal

0 rosalts (0,54 seconds .l .!
who inticoranavirusiwarid_dashbeard »

Ad - o

- Temizlenmis Surim 1,5

H : COVID-19 Worldwide Dashboard - WHO Live World Statistics E Based on company policy, potentially malicious elements
San Iyede KU ”an I Iabl I I r ACOVID-19 ailabd iding up to date data ‘ Showing 2a: were removed from this file
the latest st COVID-18. Ofiicial atio el
G_, P C from v : for the public. Official info on COVID-AS " Show less
: Omu'u DR Ve wwiifc.org > wps ) wom s connects IFC-Covid19-Te.. ~ #oF
1 COVID-19's Impact on the Global Telecommunications Industry
Sandboxing o | Al oA
telecom se: es atial decline in
[ ary spending. Foreign exchange
- Zararh Olmadigi
www?2 deloitte cam » dam » Deloitte ; Documents s ca w707
Ka n Itl a n d I kta n SO n ra COVID-19 outlook for the US telecom sector - Deloitte
aan H .. e thair impacts,_ key actions ns . COVID-19 outlook for the US telecom
Orijinal Dosya Indirilebilir
wwicituint s ITU-D ) Conferencas » GSR» Documents «  pos
economic impact of covid-19 and the digital infrastructure - ITU

1FC-Covid 13-TeleC..pdf
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Dosya Korumasi

2 Reply fé}_ Reply All ) Forward G5 IM

Thu 12/3/2020 14:31

John Smith < smith12@aoll.com >

Job Application

I To Martha Hunter

E-Posta ekleri

v John Smith et % John Smith Resume.cleaned.docx.pdf (53KB)
- Temizlenmig Striim 1,5 S i ||| o B B
H HH - Access to original file has been blocked. Original file is malicious.
Saniyede Kullanilabilir jackWhie. [
Good Morning,
. b | hn and I am looking for a job
. Max Headroom 8 My name is John and I am looking for a job.
O rlj N al Dosya Sa nd bOX ta Great news! 200 PM We*  Please see my resume attached. The password is: 199
Tehd'tler Igln Ta ranir Franz Kohl o cee  LOOKIng forward to your reply,
Reminder: submit expenses by Frday o, Kay

John Smith

- Zararli Olmadigi
Kanitlandiktan Sonra
Orijinal Dosya Indirilebilir
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Michael Alexander

Sales & Marketing Monthly Newsletter

ent registration ends today

’ Armando Pinto
R . h

Carole Poland oe
Invitat

ation - Breakfast Senes



Dosya Korumasi

Mobil indirmeler
- TUum dosya turlerini
destekler

- Dosya emulasyonu ve
sandboxing

- ThreatCloud tehdit
istinbaratindan yararlanir

- Potansiyel zararl
dosyalar engellenir

GSuite J @8 Exchange
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®
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Fidye Yazilimina Karsi Koruma

Calisma Zamani Korumasi

Davranissal modelleme ve Intel
TDT ile ¢ip duzeyinde koruma
sayesinde saldirilar aninda
engellenir

Cihaz Uzerinde saldiri tespiti ve
onlemesi - gevrimdisi modda , i
bile (e This might take a few minutes.

B Check Point

RANSOMWARE DETECTED®

Otomatik kurtarma, fidye
yazilimi ile sifrelenmis dosyalari
guvenli sekilde geri yukler
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360° Veri Kaybi Onleme

Verileri Politikalara
Gore Yonetin ve
Koruyun Hey what's up? .., .

l'll send you all the datasheets ... .

Hazir On Taniml Veri
. . The approval cycle of IT will take ages, and they might
TU I’|erl rejeci the request., ERCE—

Ozel Veri Turleri ve B Google Chrome
Gruplari Olusturun

Important Datasheets.zip
-~ 1/ .

Ur

Guvenlik Esiklerini
Belirleyin

1 / 1. Your upload has been blocked in accord:
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360° Veri Kaybi Onleme

Generatif Yapay Zeka
Guvenligi

//
[

Sending of text is blocked

Generatif Yapay Zeka alyclislicliees
Uygulamalarini ve g pepe e
Risklerini Kesfedin EZ

S Hello! How can | assist you today?

Gercek Zamanl Veri
Kaybi Onleme (DLP)

Please correct the following code:

@ Sure! Please share the code you'd like me to correct.

Dazenleyici Uyumlulugu
Saglayin
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Zafiyetleri Proaktif Olarak Ortadan Kaldirin

- Y ENDPOINT
C I h az Uze rl n d e Vulnerabilities by severity Top 5 risky apps Top 5 vulnerable devices /
\
Saldiri Onleme ’ -
9.5 Adobe Acrobat DC 63 DOUCGKGVEE)-PC N

. Callgma Ortamini o= ® Critical 62 {50%) 75 Chrome 52 AZWASTOTJX.PC

" _——
Zaflye‘tlere Ka r§| 1 34 Hgh hach 7.5 Teams 32 ZXRINHVIVQ-PC
Tarama i Mediun 14 (12%) e

- Kritik Zafiyetlere ® Low 35 (26%) §4 Approuk 1260 21K1-10
Odaklanma 6.4 Monday.com 43 CHOUTEHENLPE

jo—¥
- Aninda Yama m— E— ——
U I m @ CVE-2000-0489 Chrome RB1.2.21 = RE1.2.2.1 19/22, 1450:50 PM 910722, 1
yg u a a v 5B Outlook RAL76.7 ¢ R81.7.6.7 9N9/22 145050 PM 910122, Y
(35] CVE-2000-0369 Spotify RE1.8.89 ] RB1.889 9/19/22, 14:50:50 PM  9/10722,1
@ CVE-2000-0333 Adoby XD 550,129 e 55.0,12.9 G50PM 9710022, )
(65] CVE-2003-1563 Adobe Acrobat DC RBI46SE k- RE1466 a9/ OS0PM  9/10/22,1 “
50 CVE-2003-155 Notepad RE1.69 ¢ RE1.6.99 ERLY 050PM  9/10/22,1 ,\Q
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Guvenlik Duvan IPS
Korumasi

- Trafigi Kritik Zafiyetler
Icin Tara

. Aninda Onle

®
@ cHEcK POINT

Zafiyetleri Aktif Olarak Onleyin

Quantum Force Firewall
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IPS Checks..
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Mobil Uygulama Zafiyetlerini Belirleme

MARS (Mobil Uygulama ltibar Servisi)
Mobil Uygulama
Analizi

HARMONY MOBILE

- Uygulama Genel
Gorunumu ve Risk
Puani

. Gizlilik Risklerini,
Guvenlik Sorunlarini ve

Uygulama tibarin
Belirleme

(

- Detayli Uygulama
Analizi Raporu
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Uygulamada 360° Tehdit Onleme

B O ONLE
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Tesekkurler!

YOU DESERVE THE BEST SECURITY



