SCADAFfence - Securing Industrial Networks

I The Business Risks of Industrial Networks

Industrial networks are the foundations of industrial companies, they facilitate communications
between conveyor belts, autonomous robots, sensors, boilers and all other elements that form our
production industry. The Failure of these systems may result in a substantial loss of revenue.

Today, industrial networks still have multiple legacy systems which pose a significant business risk with
cyber threats evolving faster than security teams’ ability to update those systems.

When we talk about business risk, we are talking about the failure of systems resulting in a company’s
inability to manufacture goods, to ship products and raise invoices.

Aging IT systems, used within OT networks, as well as legacy PLCs, cause increased security risks
compounded by the fact that many of these systems are critical to the business and often cannot be
decommissioned or replaced because of high costs, complexity or lack of suitable alternatives.

OT/ICS Cybersecurity Concerns

77% B 66%

of companies rank say targeted
cybersecurity as a major attacks/APTs are a
priority major concern

Q) s6%
expect to increase

investment in cybersecurity
in next two years

58%
see hiring ICS cybersecurity

employees with the right skills
as a major challenge
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I The Magnitude of This Issue

In the last 5 years, over 5,000 organizations got hit by targeted cyber-attacks that crippled their
OT networks, halting production to a stop. In addition, the recent widespread cyber-attacks on OT
networks primarily used known vulnerabilities of legacy operating systems. Recent examples are the
WannaCry and NotPetya cyber-attacks that showed us how huge industrial organizations lost +10.1
Billion dollars, and they were completely avoidable.

Over the years, IT has evolved but OT hasn't changed much. This is mainly due to the fact that OT used
to be air gapped. When it was air gapped, using "unpatchable" systems like Windows XP or Windows
2000 wasn't an issue. In addition, OT manufactures, such as Siemens and Mitsubishi, never took
security into consideration up until the digital transformation started. However, due to digital
transformation, the attack vectors into OT networks are growing exponentially and need to be
addressed.

Top OT Security Threat Vectors

What are the top three threat vectors you are most concerned with? Rank the top three,
with “First” being the threat of highest concern.

®First ®Second ®Third
Devices and “things” (that cannot protect themselves)..

Internal threat (accidental)

External threats (hacktivism, nation states)
Extortion, ransomware or other financially motivated.
Phishing scams

Malware families spreading indiscriminately
Integration of IT into control system networks
External threats (supply chain or partnerships)
Internal threat (intentional)

Industrial espionage

Other
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I Reducing the Risk

SCADAfence genuinely helps organizations reduce their risk of cyber-attacks from day one, by
providing full visibility into your OT networks, and monitors them constantly for suspicious behavior
with minimal False positives.

The deployment of the platform is very simple. No agents are required, and no professional
services are needed. It's plug and play, and the platform integrates seamlessly with your existing
cyber security investments. It's as easy as 1...2...3...
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NEW YORK,462 W Broadway New York, MUNICH, Schellingstr. 109a © 2018 www.scadafence.com

NY 10012, USA +1-646-475-2173 80798 Munich Germany +49-322-2109-7564 ——
;- Value-Added Distributor

TOKYO, Clip Nihonbashi, 3-3-3 Nihonbashi-Honcho -ﬂ"'.:.‘_- SCADAfence OTD B_ILISIM O I | '

Chuo-ku, Tokyo 103-0023, Japan +81-3-4588-5432 -

o PREFEN EXPERIENCE OMUE



SCADAfence - Securing Industrial Networks

Within a few hours, SCADAfence helped us
reduce risk by over 90% " says Akira
Sugawara, the General Manager of Mitsui
Fudasan.

By integrating SCADAfenceinto our
environment, we were finally able to add OT
visibility and monitoring to our ongoin
éIVIITSUIFUDOSAN i
security operations says Halil Aydin, IT
Infrastructure and Operations Director of

Vestel

With SCADAfence, we feel secure while we VESTEL

bring our production environment into the
Industrial loT era” says Itzik Barudh, the VP
Technical Services of TaroPharmaceuticals.
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30%-40% more assets were detected with your

platform; SCADAfence has also shown us assets

that were not detected with any other OT systems

says Hirohisa Yamaguchi, EVP & Headof

Manufacturing integrations at Fujitsu. I'm 100% confident in the system detection
capabilities of SCADAfence” says Yaakov

FUjiTSU e
Rafa.

Securing Today's OT Networks

SCADAfence is the global technology leader in OT cyber security. We enable organizations with complex
OT networks to embrace the benefits of industrial IoT by reducing their cyber risks and by mitigating
operational threats. We do this with our non-intrusive platform, which provides full coverage of large-
scale networks while offering best-in-class detection accuracy, asset discovery and user experience
with minimal False-positives. We deliver the security and visibility to some of the world's most complex
OT networks, including the largest manufacturing facility in Europe. We enable organizations in
manufacturing, building management and critical infrastructure industries to operate securely, reliably
and efficiently as they go through their digital transformation journey.
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