:. falue-Aaded DistribBulon f-__m-‘h‘“
Runecast |omeiusim OTD

~—emm—

" Proactive SDDC
anagement

AN\
|/

-

Eray ATLAS m ﬁ PARTNER vmware

TorhDNagy PR READY PARTNER

Technology Partner
eray.atlas@onlineteknikdestek.com |
VMWARE CLOUD TECHNOLOGY
ON AWS ALLIANCE
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Acknowledged
by experts

2019 FINALIST AWARDS

Best of VMworld Finalist # T vmworld 2079
Virtualization and Cloud Infrastructure Platform aunzes | -~ FINALIST RWARD
£ ;:'f/ p Computing Technology Product Awards WINNER m
4 - Best Virtualisation Product
_\.j""w ( Computing Technology Product Awards
= Technology Innovator of the Year ey ’ 4 e
AWARDS | Security CRN
—p Computing Security Excellence Awards xcellence TECH
‘ = Security Automation F e Iz\&aéds
s FINALIST Finalist Finalist
SDC Awards

Digital Transformation Company of the Year
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What Leading Business
Analysts are Saying

Gartner

Gartner COOL VENDOR 2020 COOL

VENDOR

Gartner Cool Vendors in Performance ¥ Runecast named by Gartner as a
Ny Analysis for Cloud-Native Architectures 2020; ¥y "Cool Vendor" in Performance Analysis
‘ ‘ for Cloud-Native Architectures, 2020

, 1.,?" Padraig Byrne, Josh Chessman, Federico De
Silva, Pankaj Prasad, Charley Rich;

4 18 May 2020.

Copyright © Runecast Solutions Lid. All rights reserved.



Agenda

» Corporate Footprint and History

» APAC Strategy and Opportunity

» The Business Problem
» Common Operational Themes

« SDDC issues in the Environment

* Runecast Solution Overview

» Business Benefits
+ Selling and Partnering
 Licensing

* Customer Success Stories
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Common Operational Tasks IT Ops face

8 Which patches apply to which infrastructure stack?
Running different server Hardware, and ESXi versions result in different patch requirements

4 How do | eliminate bugs that can knock over my environment?
Purple screen of deaths are evident in many critical KBS, downtime cost

¢+ | Am | meeting the current VMware support matrix? Can | upgrade?
Qualifying each server takes 5-10 mins each, new updates and changes require requalification.

DDH Which solution is the right one?

Hours spent trying to find something that hasn't happened yet, understanding it and adopt the right
solution, sometimes there are multiple solutions

@ Is my environment performing and secure?

New best practices, tuning for performance, security breaches that appear, security audits -
Compliant

Copyright © Runecast Solutions Lid. All rights reserved.



Typical problems
iIn a VMware SDDC

Huge amount of syslogs
Knowledge Base (KB) 2

Supported H/W config VMware Best Practices | « DISA STIG
Best Practices

Security Compliance

Logs

Knowledge Base (KB) o * BSI

VMware Hardware HCL

All that info but your * PCIDSS

environment is a minefield ngST

® HIPAA

Copyright © Runecast Solutions Lid. All rights reserved.



Problems in IT operations

Over 90% of issues
already documented but
used reactively!

human written knowledge
sources (documentation,
knowledge bases, blog
articles, social media)

Copyright © Runecast Solutions Lid. All rights reserved.

(el (o (o

Break/Fix reactive troubleshooting
Manual Security Compliance efforts
Best Practices not used

Increasing complexity and decreasing
transparency of IT systems; declining
efficiency of IT teams

Lack of skills and more costly mistakes
in public/hybrid cloud setups



Typical troubleshooting

« Service affected
» Time consuming
» Reactive

« Inefficient

« Not addressing the
whole environment

« Not addressing other
known issues

Copyright © Runecast Solutions Lid. All rights reserved.
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VMware Knowledge Base Articles
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—papers

VMware Best Practices




Runecast Analyzer solves
these problems

Runecast proactively identifies the
causes of issues before they occur,
does all the root cause analysis
work for you and provides the
solution to remediate.

VMware Knowledgebase

Best practices
and Blogs *
Proactively scans
your vSphere, vSAN, NSX and Security Hardening Guides:
Horizon environment VMware, NIST, DISA-STIG, PCI-DSS ®
HIPAA, BSI CIS
Automates
continuous securlty compllance
checks

Copyright © Runecast Solutions Lid. All rights reserved.
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CONFIGURATIONS AND LOGS




Solving problems with Runecast Analyzer

*  Pro-active

* Service not affected VMware RBéstftegiarBieseng guides and
g " witdesapers

« Extremely efficient O &  °0° KR
« Extremely fast ¢ ; >

y () @ v/ ©¢oo f [ éE 00 0© ]
« Addressing all known issues : - T
- Addressing the whole O & V ooo Runecast Analyzer

. . J virtual appliance,
environment running on premises

Your Infrastructure
= Supported Hardware config

Copyright © Runecast Solutions Lid. All rights reserved.



Quick time to value

-M!ena- o 0
Main Dashboard
DOWHload conneCt Ana'yze Configuration issues by severity Log issues Security comphance
1GB OVA to vCenters in minutes 2 54%
Configuration issues Best practice adoption
Proactive detection of all known SDDC issues and recommendations ‘ 200 899%
»  Automated security compliance (DISA STIG, PCI DSS, HIPAA, BSI, CIS, NIST, i o ——
GDPR, etc.) Management {34)
" n "
Eliminates complexity & manual efforts |
ALy e e Hlll-... “llllnllllllp
« Upgrade HCL simulations . o s Saepes Sion

[+ B o " Top hosts with issues

5-minute deployment, near real-time results, no learning curve

Network (9)

]

«  Secure on-premises architecture, highly scalable with a single virtual
appliance. °

Storage 10)

*  Scale out with Enterprise Console for MSPs and dedicated setups My vCenters

Copyright © Runecast Solutions Ltd. All rights reserved.



Value

Save time and money
Troubleshooting, health checking, upgrade planning, hiring external resources.

4% Achieve higher availability

Detect issues before they happen

;| Automate Security Compliance auditing & reporting

Automate security compliance across the Hybrid Cloud

Use 1 compliance platform for your Hybrid Cloud - VMware, AWS, Kubernetes!

Copyright © Runecast Solutions Lid. All rights reserved.



A few key technical features

Deploy and configure 5 to 10 minutes @ @® Never uploads customer data/self contained
Deploys as an OVA file lightweight virtual app @ @ Easy-to-use
vSphere versions (5.x - 7.x) and combinations @@ @ Full REST API
vCenter, VSAN, NSX-V and Horizon @ ® VRealize Orchestrator plugin
Kubernetes (including AWS (EKS), Azure @ @ VSphere Web Client plugin

(AKS) and Google Cloud (GKE)

AWS certified for VMware Cloud on AWS @ @ Insights for public cloud AWS

Pure Storage Best Practices for VMware @ @ SAP HANA Best Practices for VMware

Copyright © Runecast Solutions Lid. All rights reserved.



Architecture

Security Standards

- BSI T-Grundschutz :

- DISASTIG : M

. PCIDSS | Runecast Analyzer
- HIPAA et l appliance

- as Wl Sinly : .

« NIST =20 ' . (. >
. GDPR ;7 i Internet » online updates : A- =
il s 2 ; amm

Knowledge Bases
Vendor Documentation

)
J
!
J
!
HW Compatibility List +

i
|
|
1
I
|
Social Media : '
Best Practices : " ‘
| L
| \
| \ ~
- , \  vCenters WM VM VM 3
, w . | ,/_\. \ R :‘ E
‘ A -‘ Al updates i > A f \3 NSX- G VMware ESXi Host
‘-- e 2 Horizon S
\ .
Runecast Central Repository ; Admin

VRO plugin for auto-remediation & vSphere Web Client plug-in
Copyright © Runecast Solutions Lid. All rights reserved.



Business benefits

8 Save time
Less troubleshooting and health-checking. More time for innovating.

4 Reduce outages
Discover and remediate hidden issues before they cause outages.

7 | Improve Security
Continuous security compliance, security KBs, secure architecture.

DDH Minimize risk with continuous compliance
Your environment now follows industry best practices and is configured in the most optimal way.

@ Reduce costs
Prevent outages, save time and avoid audit penalties.
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Demo
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Health Check in seconds

Demeo version

Runecast

-
4

Config KBs Discovered Fxport

Applies to Affects roducts

Applies to Affects Objects Titie
) Dashboard (=] Compute Avallat 2 < 1C PRSSENGIne netqueve_bal
I Inventory View ] Compute vSphere ' o v e IS
5 Al issues View ] Campute Availaby viphere ) wt fails E 5 JerwinWithd ook (

Campute Avail vSphere SN 6.5 & ' s ab ap He

Campute Avallat viphere Xi 6% s g t l .20 Jrnmap FSSVec FilelllockUnmg

Config KBs Discovered

INPULe t S0 s 4 ) TepipSetNotStackinstance

#) Best Practices

Compute S X alks . Howrtheat NMI (215

*} Security Compliance

ampute . crast g D - P¥ Excoption 14 i world G5O HEL

HW Compatibility

QAPOrIENnces & pUrp diagno 3 on at
ampute
kermelisomesaunanissdiog/ss slog ¢ 199 {2

® Log KBs Discovered Avinll st § Aectivty i . \ t remapper disablod
»~ Log Inspector e s oot e i
ompute

Compute - <3 2 with & PSOD “ne hearnt
ampute t %, 7 3 2 with 3 diagnosta

Compute byt vre 1 S Is with a purple diag ‘ gort

h purple screen error; “NOT_IMMLEMEN

ampute < - A s N \ the orror: PAN Jariaan n dimalioe (2

v specfic Mitig Vs g ) Vulnerasbilties

ompute re t Mack voct CVE.-2 , CV { 2127, ¢ 41 . CVE- 20191100)

Specific Mit

2018-5212 \ 2 VE-2018-)
LATF - VMM € Jrren-conte track vector) Sp

Compute

tor) Specu p Execution vulnerad
Campute

£ Definition Database 0 Campute y SO0 #PF Excoption 14 in world & #88r Vol ljouwnall (GOA06)

&« ] Compute 5 ' £ metadata haap st maxersarn”

B Send us » Mmessacoe
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Drill down

Ko,
/= Runecast

Config KBs Discovered
@ EC Dashboard 5

Severity Applies 1o Aflects Products (1)

Filters Applled Horizon x  Clear All

Severity + Applies to Affects Title Issue ID

Vidware Security Advisory. VMSA-20 018 (Hodzon 6, 7. Hotlzon Agent, and Horlzon Client for Windows

VM Sacurity
L updates address an out-cf-bounds read vulnerability

Hornzon VMW-KB-T32

. M s . H Vidware Security Advisory. VMSA-2015-0003 (WVMware Mortzon update addressas Connection Server VMW-KB-1708
(= lanagement Sacuri orizon V-KB-170¢
Dashboard ’ 9 o information disclosure vuinerability ) e

Inventory View Detais y ; ® Ignore

All Issues View
Issue 1D;

Source: Knowledge base artides

Config KBs Discovered — VMSA-2019-0003

Date of last

> - 20150314 2 -~

Best Practices update: VMware Horizon update addresses Connection Server information disclosure
Applies to: Managament vuln era bi li Iy

Secunty Comphance Risk rating: P

HW Compatibity

Log KBs Discovered
VMSA-2019-0003
Log Inspector

M Avadabiity Horizon ws guest operating system crashes at vin3dmp, sys with DRIVER_IRQL_NOT_LESS_OR_EQUAIL

VMW-KB-1709
Medium W Manageability Horizon ? Koyboard input is repeated unaxpectedly on MHarizon virtual deskiop or hosted application (59631 VMW.KB-823

v entries 1 - 4 of 4 entries (fitered from 94 total entries) n

Copyright © Runecast Solutions Ltd. All rights reserved.




Get visibility into your whole Inventory

Inventory View Issues

X NSX Manager (nsx-manager.outer.space)
Severity: All v Source: Allv More filters

@ Show healthy objects

v @ AntaresvC85.outer.space 148 (2.9K) ® Critical VMW.BI
v IEK NSX Manager (nsx-manager.outer.s 93 (2) Running supported NSX version
> [ controller
> distributed logical switch
Dashboard O i anntan

> [ edge ()
Inventory View N g] Antares (2.4K) The NSX Distributed Firewall must be configured to prohibit or restrict the use of unnecessary f... /or services (1.1.4)

@ Critical vwmw

All Issues View > (& deneb-vcb0.0uter.space 91 (3.9K)
b [‘J‘J vegaveh7.outerspace 51 (2.1k) ® Critical VMW
> Bior an The NSX Distributed Firewall must be configured to prohibit or restrict the use of unnecessary f... for services (1.2.1)
> Bhisro @k PCIDSS NSX-V Security Net
Config KBs Discovered = -
v &) hes73.0uter.space & (10)
Best Prachices v [ connection servers (3) ® Critical vMmw
% HCS73-ISOLATED 2 The NSX Distributed Firewall must be configured to prohibit or restrict the use of unnecessary ... /or services (1.3.4)
£ farms
bty > B3] pools )

B security servers

Secunty Comphance

® Critical

The NSX Distributed Firewall must be configured to restrict it from accepting outhound IP packet... h Forwarding (1.3.3)
B view composers :

> So AWS Account 722739181778 86 (532)

® Critical Vv
Log Inspector The NSX Distributed Firewall must deny network communications traffic by default and allow Netwo... y exception) {1.1.4)
NCY varity et
® Critical VMW
The NSX Distributed Firewall must deny network communications traffic by default and aflow netwo... y exception)(1.2.1)

it

® Critical VMW.|
Copyright © Runecast Solutions Ltd. All rights reserved.




Best Practices Alignment

Copyright © Runecast Solutions Ltd. All rights reserved.

ey
/= Runecast

Dashboard
Inventory View

All Issues View

Config KBs Discovered
Best Practices
Security Compliance

HW Compatibility

Log KBs Discovered

Log Inspector

Best Practices

Applies to

Applies to

Compute

Compute

Compute

Network

Network

Compute

Compute
npute

VM

Compute

Management

Netw

Management

v

Management

npute

Managemant

Demo version

Affects Products

Affects Products Objects

Securnty vSphere

EC2

Security vSphere

Manageability
Manageabilsty
Performance
Availability
vSphere
Security vSphere
Manageability
Manageability Horizon
Manageability
Manageability
Performance
Performance Horizon
Availability
‘_‘.1:4_0'\1},‘ Horizon
Performance

vSphere

Manageablity Horizon

Title

Disable S5H unless nee 1 for diagnostics or treubleshooting

Ensure no security grol allow incoming connections from
J 1o ALL ports and protoce
Ensure that NTP service |5 running and is set to "Start and stop

with host™
Running supported NS
X Controlier cluster configuration

Use supported N

Ensure consistent memaory size across hosts In a cluster

Ensure redundancy for each porigroup

st 2 i i £ i

omeouts for £5Xa Shell and 55H sess

£

Allow only one rem S5O0 ot a time

Apply ESXi patches

£

Apply Horzon patches

£

Apply NSX Manager patches

£

Apply vCenter Server patches
Configure Paravirtual 5 Controlle Faill
gure VDI machines with VMXNET3 adapter Fail
gure periodic back Manager Fadl
Configure persistent event | & Fai
guration Fadl

Consistent Hyperthreading

ynnection Serv Fadl

Deploy at least two




Automate Security Compliance

Security Compliance | NIST Export
@ EC Dashboard

Apphes 10 Products Priority Controls Resufts

Title Issue 1D Applies to Products Objects Controls
Configure perbodic backup of NSX Manager VMW-NIST-2427 Nestwork NSX-V

nsue a log metric filter and alarm exist for AWS Management Console
Ensu - dagine . tfor AW - AWS-NIST-2546 Management CloudWatch
authentication failures -

Ensure a log metric filter and alarm exist for CloudTrall configuration
changes

Dashboard AWS-NIST-2545 Management CloudWatch

Inventory View -
Ensure a log metric filter and alarm exist for IAM access key creation AWS-NIST-2557 Managament CloudWatch

Al Issues View
Ensure a log metric filter and alarm exist for IAM policy changes AWS-NIST-2544 Management CloudWatch

Ensure a log matric filter and alarm exist lor changes to Network Access

AWS-NIST-2548  Management CloudWatch
Control Lists (NACL) = - Aanagemen OARSMt

nifig KBs Discovered

Jast Practices Ensure a log metric filter and alarm exist for secirity group changes AWS-NIST-2547 Managerment ClosdWaotch
> i 85 -

Security Compliance ] Ensure a log matric filter and alarm exist for unauthorized APY calls AWS-NIST-2542 Managemant CloudWatch
) VMware Guidehnes Ensure a log metric filter and alarm exist for usage of “root” account AWS-NIST-2543 Management CloudWatch
Ensure IAM policies are attached only to groups or roles AWS-NIST-2555 Management M
Ensure S3 bucket access logging is enabled on the CloudTrall S3 bucket AWS-NIST-2540 Storage S3

The ESXi host must use approved encryption 10 protect the confidentiality 3 N >

VMW-NIST-2275% Compute vSphare
of remote access sessions
Choose “Load Balance - SRCID” for the VXLAN vimknic teaming policy: use VMW-NIST-2432 Network
stcid-1b-option

The distributed port group Forged Transmits policy must be set to reject VMW-NIST- 2353 Network

™ v 1 the distri : C Ch . " .
- sy.s e U v«nsulo e distributed port group MAC Address Change VMW-NIST.2394 Network Sphers
policy is set 1o reject
The system must ensure the distributed port group Promiscuous Mode » i "
y Y POIt grovy _— VIMAWV.NIST. 2395 Network vSphere
policy is sot 1o reject

The ESXI host must display consent banner bafore granting access 1o the VIMWENIST. 233 Cotninta cBokai




Upgrades simulations and HW compatibility check

«! Leave Feedback

Hardware C

Last definition update: 9 hour

Action Panel OFF Only hosts with issues (7) Export

ESXI Compatibility Simutation [0

antares-esxi6é5-1.outer.space ¥ HCL online

Simulate

o antares-esxi65-1.outer.space

Inventory Filter Antares-vC65.0uter.space > Antares > De Server @ /0 Devices

v @ Antares-vC65.outer.space Dell Inc., Powertdge R730
% Artaras 2 Intel(R) Xeon(R) CPU E5-2698
[-_'—3 deneb-vc60.outer.space € R 6.7.0. 13006603 " Pariner
% Deneb Dell 2.7.1

Model

CPU Series
Number of Sockets
SXi Release

BIOS

HCL Server Notes

Copyright © Runecast Solutions Ltd. All rights reserved.




Manage AWS Instances

Dashboard
] Inventory View

£ Al Issues View

¢ Discovered
Best Practices
Security Compliance

HW Compatibility

Log K8s overed

 LOg Inspector

AWS Dashboard

3 EC2

78 resources analyred

Instances
Security Groups
Load Balancers
EBS Volumes
EBS Snapshots

® History of issues for resources

7 1AM

27 resources analyzed

AWS Account

Users

.
<

Copyright © Runecast Solutions Lid. All rights reserved.

@ Storage and Databases

4 resources analyzed

53 Buckets

RDS Clusters
RDS Instances
Redshift Clusters

© Regions of affected resources

m— ©

@ Network & Content Delivery

45 resources analyzed

VPCs

Network ACLs
Elastic IPs

Peering Connections

CloudFront Distributions

Globy! issues: 226




Multi-Tenant Dashboard
[ anaiyzenow [0

Enterprise Console Dashboard Add Analyzer connection Sync Analyzers
plaved are t { on the t tces<sful A r tHor

Create group Manage groups

Analyzer

Customer 1 polaris-vc.outer,space
Customer 2 antares-wcb5.outer space
Customer 2
siriusvehS outer space

hes73.0uter space orizon 23 Iy 9 2 m 6 J N/A - Analyzer
re-playground AWS 23 hours 22 2 m 7¢ / \NJA Oocal “‘f-",‘l"'l

vega-veb7 outer.space 372 38 m 243 39 Y, N/A L 59 Local Analyzer

@
o
@
)
@
e
o
@
@
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Enterprise Console Diagram

-~
—
l

4

RUNECAST ANALYZER

RUNECAST ANALYZER

L

‘ AWS ’ é RUNECAST ANALYZER

3 lll
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vSphere Web Client plug-in

Copyright ® Runecast Solutions Ltd. All rights reserved.

@j vSphere Client Menu v O\Seamhnﬂenvkomm C @v stan@isolar system v @
2 8 2 B vega-esxi-1.solar.system | v
v (&) vega-veB7 solar system Monitor  Configure  Permissions VMs  Datastores  Networks  Updates
v [ veas
M X ;
o w ARSI Hypernvisor VMware ESXi, 65.0, 5969303 .
— Model: VMware Virtual Platform

B vega-esxt1 solar system Processor Type:  Intel{R) XeomR) CPU £5-2650 v3 @ 2 30GHz
@ vega-esxi-2 solar system Logial Processors. 2 —' :
B vega-esxi-3 solar system NICs: 2 e 33303
& Demo-yM-1 Virtual Machines: 6 2
ﬁ Demo-VM-10 State Connected fi=] 3

Uptime 4 days o & : ;
& pemo-vm-11
# Demo-vma2
i Demo-vMm-13
& Demo-vM-14 Runecast: Software-Defined Expertise Hardware
i Demo-vM-15
& Demo-vM-2 Manufacturer VMware, inc
@ Demo-VM-3 Issue Type Total Critical /N Major /) MedLow

Model VMware Virtual Platform
@ Demo-VM-4 2 E 0
@ Demo-vmS n 83 134 y CPU B zorusczzan
@ Demo-vM-6 8 6 3
. Memory B:ce/6ce
ﬁ Demo-VYM-7
i Demo-vm-8 B unecest An slyzer » Virtual Flash Resource pB/oB
fh Demo-VM-9 Scanned on 8/19/2019 at 1110:27 PM
» Networking DeathStar-esxits5-15
> Storage 1 Datastore(s)



VRO plug-in

/’A\
. 5

[

{2 : General

¥ 2 steves @ vro
v ] Library

>

»>
»>
»
>
>
>
>
>
»
»
»>
v

» & Secure vSphere ‘

» ] Runecast

Y'Y YY" Y VYNV VYN

L
L

)
(=
»

JAaMQP
1 AMQP Sampies
_J Configuration
_) Dynamic Types
JHTTP-REST
HTTP-REST Samples
JOBC
J Locking
J Mai
Microsoft
.4 Orchestrator
PowerShell
RunecastAnalyzer
_J Configuration
» |__|Helpers

K3 envirenment Reset !

- 1
J SNuP
1 SNMP Samples
1SOAP
JsaL
SSH
Tagging
VAP
J vCenter
vRealize Automation
J Workflow documentation
I XML

Copyright © Runecast Solutions Lid. All rights reserved.
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Inputs Outputs | Schema | Presentation Parameters References Workflow Tokens Events

o

System log

Secure Hosts

Secure DVPortgroups

Permissions
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45 Runecast |emewisim OTD
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Kubernetes (NEW)

Copyright © Runecast Solutions Lid. All rights reserved.



Explore the Kubernetes Inventory
/= Runecast

Inventory View Issues

@ EC Dashboard @ dashboard-metrics-scraper-6ba884c9dS-mkwdw

Severity: All v Profile; All v More filters

@) Show healthy objects

> &% AntaresvC65.0uter 150 (2.5k * Major ¥ BF
> @ denebvch0.outer.space 92 (3.9k) Keep control of your deployment with requests and limits
> @ vegavch7.outer.space 52 (3.1k) 8P ¥ { Ferform
> % hes73.outer.space
{4 Dashboard > S AWS Accouns 7 Medufm § , |
Use readiness and liveness probes for health checks
Invemory View v @ k3s-demo.outer.space (24) .
> B3 duster role bindings
& All Issues View 30 ater rélas

v B namespaces (24)

Config KBs Discovered

node-lease 1

® -

Best Practices oublic 1

system 1 (7)

O]

Security Compliance
rnetes-dashboard 1 (4)

D

HW Compatibility
v t] pods (4)

O

Custom Profiles

vy} rlazhhoa'-tl—'v‘e!'.."_.—'ngpnf £b4884c9dS-mkwdw 2

@ kubernetes-dashboard-TbS44877dS-jm6hs 2
> B role bindings
> B3 roles

£ Definition Database > O3 service accaunts
C] pod securty pobicies
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Best practices for K8

/2 Runecast -

Best Practices

Severity Applies to Affects Products (1)

iters Applied Kubemetes x  Clear All

Severity Applies to Affects Products Title Issue ID

= Keep control of your deployment with requests and " o
Compute Performance Kubemetes KB8S-BP-2741

lamats

Compute Securtty (ubernetes Enable cluster auditing K8

Dashboard
Network Security Kubermetes ; Use Network Polcies 10 control trafic flow K8S-BP-2740
Use readingss and livenass bas for health

All Issues View I+ Medium Compute Availability Kubemetes : ek ) K8S-BP-2742

A
Inventory View
¢

. Avoid using the "latest’ 1ag when deploying S i
Management Manageability Kubermetes 0 K8S-BP-2743
y containers in production

4 Config KBs Discovered
, 25 |v| entries 1 -5 01 5 entries (itered from 130 total entnes)
‘ 7) Best Practices -
) Security Compliance
(©) HW Compatibility

[ Custom Profiles
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Historical graph of all K8s issues

=
8 runecas

All Issues View

@ EC Dashboard Systems Severity Applies to frects Products (1) Q

Filters Applied Kubernetes x

«

Sep Objects Issues

August 1, 2020

Objects count history (per scan) Current objects
30

{} Dashboard

EB Inventory View

% All Issues View

Config KBs Discovered

Best Practices

@ ® »

Security Compliance Results: Current
() HW Compatibility Severity Profile Appliesto ~ Affects Products =~ Objects  Title lssue ID
[ Custom Profiles ) = S ‘ e == L

£ Definition Database

« 1 & L f Security Kubernetes
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Kubernetes CIS Compliance overview

=
& Runecast

Security Compliance | CIS s kubernetes -v1.6.0

@ EC Dashboard

Recommendation Sectior Level Scored Results

“ IssuelD Applies to Objects Recommendation Section Level Scored v Result

1.2.21 Ensure that the

Control Plan

—profiling argument is 85-C15-27 Managemen
&Y All Issues View set to false

Pl Sa

1.2.22 Ensure that the

audit-log-path

argument is set
& Config KBs Discovered
1.2.26 Ensure that the

(® Best Practices ,  ~request-timeout : > - ) 1.3 trol Plane Components
" argument is set as o ‘
Security Compliance v appropriate
©® VMware Guidelines 1.2.27 Ensure that the
~Service-account.
@ DISASTIG lookup argument is set
~ to true
® PCI DSS

1.3.2 Ensure that the

)

©) HIPAA

~profiling argument is 723 Managerner
® BSI IT-Grundschutz set to false
cis - 1.4.1 Ensure that the
~profiling argument is
=) NIST set to false

1.2.18 Ensure that the
~insecure-bind-address 5-CI5-2711 Manageme
:ngumcn( IS not set

£2 Definition Database £/ Braiis that th

~basic-auth-file

_ v argumonl 15 not set
Copyright © Runecast Solutions Ltd. All rights reserved.
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N\ .

~::. ????? -Added Distributa f"-m-“\
/= Runecast |omeisiv OTD

PANAE FlariEn BT e (L
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Custom Security Profiles (NEW)
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Copy any rule to Custom Profile
/= Runecast

Definition Database Expornt

@ £C Dashboard verity Profile Applies 1o Affects Products

Severity v Profile Applies to Affects Products Issue ID Updated on

Compute Ava 'S re e dis C SCr VMW-K8-1161

ES!

{4 Dashboard Details
B8 inventory View
Issue 1D: .
& Al Issues View Knaviadas prililic i Restarting NEC Baseboard Management Controller
Reference: (BMC) fails with a purple diagnostic screen or
Date of | date: 2015-12-14 . , :
& Con 1 Thacomess e | ESXi/ESX host becomes unresponsive (2071068)
Risk rating: _
(® Best Practices Resolution
This is a known issu estarting the NEC Ba oard Management Controfler (BMC) on a NEC s
¥} Security Compliance while the hos
) y Comp
(”) HW Compatlblhty ue, NEC doc G ymends that the BMC not be restarted on a live
SX. he NEC documentation, avoid these BMC operations
3 Custom Profiles

i Definition Database

&« r When Using QFLE3

Compute
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Custom Profiles

& Runecst e B

Custom Profile | ACME Internal Policy Export

@ Ec Dashboard 3 Anolies to Affects

Severity Applies to Affects Products Objects Issue type Issue ID Result

Critical

Dashboard

Nestle: Ensure redundanc

Inventory View oo ’ " S ool for each portgroup

)
&

G

All Issues View

Config KBs Discovered

Best Practices

@ ® -

Security Compliance

o

HW Compatibility

custom Profiles v

£4 Definition Database

ACME-C
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NEW: €3 puresToRAGE

Pure Storage Best Practices | Best Practices
Alignment

{7y Dashboard
@ lnventorquew Severity v Appliesto Affects " Object

@ All Issues View

VMware Best Practices for Pure Storage
FlashArray Automated Checks ¥} iy Rbs v

’ #) BestPractices (°
& Security Compliance

Maximise your VMware and Pure Storage & runecst
investment by leveraging the latest Best

practices

B bvertory View

DR o
Gain improvements in Redundancy, SPOF, e
Manageability b

(;) HW Compat 1y
Uncover BP gaps in seconds
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Companies with happy &
admins who benefit from Q’ FUJISOFT ERSTE =

Runecast intelligence

==

{ PURESTORAGE'

ﬁavast verizon’
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success Story: Verizon verizon

« Ongoing issues in their virtual environment - 24 vCenters and approx. 750 hosts

« [T Ops Team was not large enough to stay on top of these issues.

» Large amount of time spent on troubleshooting, patching, firefighting
= Reactive rather than proactive

« Up and running in 15 mins

» Reduced large majority of issues in environment

» Freed up majority of IT team to spend on innovative projects
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[ NoTino
Case Study L.

—

Major European eShop
reduces VMware Related
Notino o Incidents by 80%

Website

NOTINO

0 Overview
Industry

Location

Major European eShop Notino reduces employees
VMware Related Incidents by 80% Overview

Notino reduced OPEX tied to
troubleshooting costs, as their team
immediately demonstrated savings of one
full-time admin, enabling them to focus
those savings on additional initiatives.

Challenge

Costs Saved FTE- €78K/year

Data center downtime - €236K/hour

Runecast
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Testimonials

PRO BTP

customer: PRO BTP
industry: Finance/Construction
location: France

employees: ~6000

PRO BTP utilizes Runecast Analyzer to keep their VMware virtual
infrastructure running at optimal performance and enabling their

IT department to run more efficiently

Copyright © Runecast Solutions Lid. All rights reserved.

“Runecast Analyzer provides us a
proactive view of our production
vSphere cluster and enables us discover

issues that might impact our
productivity before they occur. It saved
us countless hours of tedious work”
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Testimonials

de Volksbank

customer: de Volksbank
industry: Finance/Banking
location: The Netherlands

employees: ~4800

Increasing uptime for their customer 75% time
saved on troubleshooting and root cause
analysis Being able to identify and monitor
potential risks Being able to mitigate risks in a
controlled and non-service affecting manner.
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de volksbank

"Our main goal is to serve our
customers with a high-end, feature-rich
and robust electronic banking
environment. With Runecast we can
now proactively prevent outages on the
systems that provide that environment."

Rob van der Helm
Infrastructure Designer
de Volksbank
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Testimonials

ONI

customer: ONI PLC
industry: Managed Service Provider
location: UK, worldwide services

employees: 75

Zero issues/VVMware incidents across 5
vCenters and 50+ hosts 70-80% man-

hours time savings over 100 issues
detected and fixed
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"Runecast Analyzer discovered more
than 100 issues, some of which were
critical (PSOD, open ports, Network

driver issues). It reduced our typical 2
issues per month to 0 and saved us lots
of time."

Gordon Howes
Cloud Service Manager
ON




y

Testimonials

Indonesian Cloud

industry: Cloud Service Provider
location: Indonesia

employees: ~100
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Indonesian

'Cloud

“When we started testing Runecast
Analyzer, | was amazed by the number of
Issues we were able to find and resolve in a
very short time. The report showed us
where the issues were, how to fix them and
even prioritized them in an easy to
understand form. For example, the issue
described in KB1027511 was detected on
a number of Linux virtual machines. We
could then quickly remediate it and easily
Improve the network performance over a
big number of VMs,

Reza Kertadjaja, Chief Operations Officer.
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D visit http://runecast.com to start a 14-day trial and gain
results within 15 min

¢y otd.salesgrp@onlineteknikdestek.com

www.onlineteknikdestek.com
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